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CHAPTER 1

INTRODUCTION

Synthetic Aperture Radar (SAR) takes advantage of the motion of a moving
platform to resolve closely spaced scatterers.

From tracking weather patterns to

monitoring military targets, SAR is increasingly used to observe various events around
the globe. Space-based SAR is especially useful for generating scenes of the earth’s
surface and is widely used for both defense and commercial imaging purposes.
The use of SAR imaging to monitor military targets raises the potential for
jamming of the SAR in order to disrupt said monitoring. As SAR technologies increase,
so could SAR jamming efforts and technologies. Continuous U.S. global monitoring
from above, whether real or perceived, could potentially lead to a rise in SAR jamming
research by foreign and native entities.
The Chinese seem to be especially interested in SAR jamming research. As a
simple example, at the time of this writing, an IEEE Xplore Digital Library search for the
keywords “SAR jamming” returns 112 results, 104 of which were published within the
last decade. Of those 104 results, over half were published by IEEE affiliations located
in China.
This increase in jamming technologies and applications was the motivation
behind the research for this thesis, and the exercises in this study are designed to
1

investigate some of the requirements needed for SAR jamming. In particular, this study
explores the jammer effective radiated power (ERP) for noise jamming and the impact of
different types of noise jamming on the SAR image. Another area of interest in this
thesis is the process of defining the requirements, in terms of ERP and implementation
complexity, needed for a jammer to insert false targets into a SAR image.
In order to provide as much realism as possible, a specific SAR platform,
RADARSAT-1, and representative ground backscatter data are used.

The

RADARSAT-1 SAR was chosen because data on its operating characteristics were
available, and this author had prior experience processing RADARSAT-1 data in a
graduate level course.

RADARSAT-1 is a space-based, sun-synchronous, earth

observation SAR that orbits the earth fourteen times a day. Developed by the Canadian
Space Agency (CSA) and launched in 1995, it images the Earth’s surface day or night.
RADARSAT-1 operates in C-Band while imaging the Earth in strip map mode under
multiple beam modes and swath widths [1, 2]. Realistic ground backscatter data were
obtained from various databases. Further discussion on RADARSAT-1 parameters and
ground backscatter is included in Chapter 2.
1.1 Jamming Types
The first type of jamming studied is broadband noise jamming. This type of
jamming applies noise across the entire bandwidth of the receiver. It will cause the
image to appear “snowy”, similar to an analog television set with poor reception.
The second type of jamming studied is narrowband noise jamming. The initial
expectation was that narrowband noise jamming would be a simple extension of the
broadband noise study. However, as will be discussed in Chapter 4, this did not turn out
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to be the case. Further research was required in order to determine the necessary phase
correction terms needed in the jamming transmit signal in order to produce narrowband
noise jamming.
Narrowband noise jamming is divided into two categories: narrowband noise
jamming and single frequency continuous wave (CW) jamming. Narrowband noise
jamming applies noise across a limited frequency range, which is defined as the
application of a jammer with a bandwidth less than the linear frequency modulated
(LFM) bandwidth of the affected SAR. This type of jamming creates a band across the
image at a location determined by the jammer frequency and with a width defined by the
jammer bandwidth. Single frequency CW jamming produces a line across the image at
the location of the jammer frequency with increased disruption caused by increased
jammer ERP.
Finally, effects of false image jamming were modeled and studied with the use of
a coherent repeater jammer. The previously listed types of jamming require little to no
information about the SAR signal or the processing of the received signal. False image
generation is much more complex. It requires intimate knowledge of the SAR in order
for a repeater jammer to capture, modify, and retransmit the signal back to the SAR. The
effects of false image jamming promised to be much more rewarding, however it was
initially expected to be much more difficult to demonstrate than the other types of
jamming.
False image jamming is illustrated by modifying the SAR signal so as to create a
false image at a desired position in the scene. Chapter 5 details the signal creation for
coherent repeater jamming.

Its derivation was straight forward following the
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implementation of the narrowband noise jammer. Chapter 6 includes a discussion of the
intricacies of the jammer’s knowledge of the SAR parameters and the precision required
to implement the jamming signal.
1.2 Outline
First, the development of realistic SAR data is explored. Understanding how
SAR transmits, receives, and processes data is fundamental to allowing an examination of
SAR jamming techniques. In order to explore the effects of jammer ERP on the SAR
image, it is necessary to select a SAR platform, define a scene, and generate the SAR
signal. The SAR data is developed based on an actual system, RADARSAT-1, and is
discussed further in Chapter 2. Chapter 2 also discusses how the SAR signal is generated
and processed, from the definition of the transmit and receive signals to a discussion of
the collection of realistic backscatter data and the selection of a scene.
Once the SAR platform is defined and an image generated, the jamming
techniques are studied.

First, broadband, wide sense stationary (WSS), complex

Gaussian noise is added to the received SAR signal in order to represent a broadband
noise jammer. The noise is inserted at various ERP levels, which represent the ERP of
the jammer. This process and the results are discussed in Chapter 3.
Chapter 4 addresses the effects of narrowband noise jamming.

In this chapter,

both narrowband noise and single frequency CW jamming are defined and implemented,
and their impact on the image is quantified.
False image jamming implementation begins with the definition of the jammer
transmit signal and a desired false target. Once the false target scatterer pattern is
defined, it is applied to the SAR received signal in the SAR receiver and sent through the
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SAR processor. The false image jamming demonstration and subsequent results are
discussed in Chapter 5.
Finally, Chapter 6 summarizes the jamming types explored in this study, analyzes
some of the potential problems that could arise when the jammer does not properly
estimate the SAR’s parameters, and presents conclusions.
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CHAPTER 2

CREATING A SAR SCENE

2.1 SAR Signal Creation Overview
One of the key elements needed to evaluate the impact of jamming on a SAR
image is an accurate representation of the signal at the input to the SAR processor. Early
in this research, the actual returned signal from the RADARSAT-1 SAR was considered
for this purpose. However, while this data was useful for creating images, it could not be
used in the jamming studies because the amplitude information in the signal was relative
and not absolute. Specifically, it was not possible to use the data to evaluate signal-tonoise power ratio (SNR) or, more importantly, signal-to-jammer power ratio (SJR) at the
input to the SAR processor.
Because of this, the approach taken in this research was to create an accurate
simulation of the signal that the SAR platform would receive for a realistic scene. Since
specific radar and geometry parameters were available for RADARSAT-1, it was chosen
as the SAR platform. The scene data were created using a Google Maps photo of a
known scene along with several sources to determine the backscatter coefficients of the
elements of the scene. With this it was possible to create an accurate representation of
the signal and noise voltages at the input to the SAR processor. Once the RADARSAT-1
radar and geometry parameters were combined with an accurate representation of the
various jamming signals, it was also possible to create a high fidelity representation of
6

the jammer signals at the input to the SAR processor. A discussion of the signal model
and the noise models is presented in this chapter. The three jamming signal models under
consideration are discussed in Chapters 3, 4, and 5.
Since the RADARSAT-1 parameters and geometry are key factors in the
development of the SAR signal, these are discussed first, in Section 2.2. Following this,
Section 2.3 contains the derivation of the SAR signal at the input to the analog-to-digital
converter (ADC) of the RADARSAT-1 platform. The output of the ADC is the signal
that is transmitted from the RADARSAT-1 platform to the ground station and used by the
SAR processor.
A key parameter of the SAR signal model is the radar cross-section (RCS) of the
various regions of the scene being imaged. The imaged scene is defined in Section 2.4,
while the RCS characterization, which was needed to accurately represent the signal
amplitude of the SAR processor input, is discussed in Section 2.5.
Since SNR is an important characteristic in this study, a model of the noise at the
input to the SAR processor is developed in Section 2.6. Finally, Section 2.7 contains
sample SAR images that were generated using data from the models.
2.2 RADARSAT-1 Parameters and Geometry
As indicated in Chapter 1, RADARSAT-1 is a satellite-based SAR where the
satellite moves along a sun-synchronous orbit.

Table 2.1 contains a list of the

RADARSAT-1 radar and platform parameters [2]. The last five parameters in Table 2.1
characterize the RADARSAT-1 orbit. The remaining parameters were used to compute
the signal power and to define the specifics of the time domain representation of the SAR
signal.
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Table 2.1 RADARSAT-1 Key Operating Parameters
Parameter
Symbol
Value
7062 m/s
Effective radar velocity
%&
0.05657
m
Radar wavelength
'
5.3 GHz
Radar frequency
(
)*
Pulse duration
41.74µs
Pulse bandwidth
30.111 MHz
Range delay
6625.61516 µs
)+
Pulse repetition frequency
1256.98 Hz
Pulse repetition interval
T
795.5576 µs
Peak power
5 kW
,
Range FM rate
0.721350 MHz/µs
Sampling rate
32.317 MHz
.
Doppler centroid
-6900 Hz
/(
Antenna dimensions
15 x 1.5 m
0
Beam mode
Fine
Polarization
HH
Fine mode incidence angles
37-47 deg
Satellite orbit radius
7,189,029 m
Local Earth sphere radius
6,390,524 m
Nominal swath width
45 km
Nominal resolution
8m

Figure 2.1 and Figure 2.2 depict the platform geometry. Figure 2.1 is a cartoon
that shows, primarily, the incidence angle, 123(2+43(4 , between the SAR radar beam and
the ground area being imaged. This angle is used to compute the backscatter coefficient,
5, of the various ground patches of the scene (see Section 2.4).

8

Figure 2.1 RADARSAT-1 3-D Geometry (Modified from [2])

Figure 2.2 shows geometry more pertinent to the development of the SAR signal.
In this figure, the 6 and

axes describe the inclined plane shown by the red lines of

Figure 2.1. The fact that the various parameters are specified in this inclined plane means
that the SAR image is also formed in the inclined plane, and not on the surface of the
earth. The SAR image can be projected to the earth’s surface by appropriate rotations.
This projection was not considered in this research since it has no bearing on evaluating
the impact of jamming on the SAR image.
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Figure 2.2 Simplified 2-D Geometry (Modified from [3])

As indicated in Figure 2.2, the RADARSAT-1 antenna beam is not normal to the
platform flight path. Instead, the beam points back at an angle, 17 , which is termed the
squint angle [1, 3]. Because 17 is not 0° for RADARSAT-1, it is said to be a squinted
SAR [1, 3, 4]. From SAR theory [1, 3], the squint angle can be written as

where ',

3( ,

' 3(
17 = sin;< =
>
2 %&

and %& are given in Table 2.1.

From Figure 2.2, 17 is also defined as
17

sin;< =
.

10

?1.58364°

D

D

>.

(2.1)

(2.2)

In this study,

D

was taken to be the range from the SAR platform to the center of the

closest edge of the imaged area, as shown in Figure 2.2. It was computed from the range
delay parameter, )+ , of Table 2.1 as
D

=

(3 × 10G H⁄#)(6625.61516 $# )
E )+
=
2
2

(2.3)

= 993.9815 KH.
From this,

D

can be found from (2.2) as
D

=

D

sin 17 = 27.4699 KH.

(2.4)

−

(2.5)

Finally, the Pythagorean equation can be used to find 6D
6D = L

D

M

D

M

= 993.6018 KH.

In Figure 2.2, l and w are the depth and width of the imaged area. These will be

discussed in Section 2.4.

2.3 SAR Signal Model
The RADARSAT-1 transmit signal is a string of linear frequency modulated

(LFM) pulses where each pulse has a width of )* = 41.74 $# and an LFM bandwidth of
= 30.11 PQR (see Table 2.1). Given this, the transmit signal can be written as
S, ( ) = TUMVWX Y Z T UV[(Y;\,) ^TE _
]

\

where

-

a)* is the LFM slope (Hz/s)
)*
= pulse duration (see Table 2.1) (s)
T
= PRI (see Table 2.1) (s),
1 |6| ≤ 1a2
c
e
^TE x
=f
0 |6| > 1a2 .
=

11

−K
`
)*

(2.6)

The fact that TUMVWX Y is outside of the sum implies that the transmit signal is pulse-topulse coherent, a necessary property for SAR imaging [3]. The transmit signal, S, , in
(2.6) has been normalized to a magnitude of one for convenience.

In this study, the target is a ground patch within the imaged area or scene. An

equation for the signal received from a target (which is a ground patch, i, within the

imaged area or scene), at a range delay of )3 ( ) can be written as
S.3 ( ) = j

)3 ( ) =

where

73

73

S, ( − )3 ( ))
2 ^3 ( )
.
E

(2.7)

(2.8)

is the signal power at the receiver and ^3 ( ) is the range from the SAR platform to the

center of the ground patch, or

^3 ( ) = k=6D +
where

63
3

M
m
− 63 > + (
2

D

−

3

+

%& )M

(2.9)

= the x-location of the ground patch relative to scene center (m)
= the y-location of the ground patch relative to scene center (m).

The range delay is written as a function of time since it is this property that the SAR
processor uses to form the cross-range portion of the image [3]. Strictly speaking,

73

should also be written as a function of time. However, as discussed in SAR references
[3], it varies very little over the time that the SAR platform gathers data. Therefore, it
can be considered a constant.

If S.3 ( ) is taken to be the signal at the antenna terminals of the SAR, then

can be found from the radar range equation (RRE) as [5, 6]
12

73

73

M
, n, n. ' o3
(4p)q ^3 ( )r st##

=

where
,

n,
n.
'

(W)

(2.10)

= peak transmit power at the transmitter output (see Table 2.1) (W)
= gain of the transmit antenna on transmit (W/W)
= gain of the receive antenna on receive (W/W)
= radar wavelength = Ea (see Table 2.1) (m)
(

o3
= RCS of the ground patch (m2)
^3 ( ) = the range to the ground patch (m)
Loss = combined transmit, receive, propagation, signal processor, etc. losses
that apply to the signal (W/W).

The transmit and receive antenna gains, n, and n. , are computed [5, 6] as
n, = n. =

where

A
~

4πρA
= 53011.6 |Wa },
λM

(2.11)

= antenna area from Table 2.1 (m2)
= an antenna efficiency that accounts for any amplitude weighting that
might be applied to the SAR antenna. It was set to the standard value of
0.6 in this study [5, 6].

In this analysis it is assumed that in (2.10),
^3 ( ) =

D

and is the basis of the previous statement that

73

∀ ,i

(2.12)

varies very little as a function of time.

The Loss term includes any losses after the antenna, which is an acceptable

practice in RRE theory [5, 6]. It was set to 2 W/W (3 dB). This choice is somewhat
arbitrary, but reasonable based on analysis of other radar systems.
If (2.6) is substituted into (2.7), the latter becomes

13

S.3 ( ) = j

73

TUMVWX (Y; €• (Y))

FZT
\

UV[(Y;\,; €• (Y))]

− K − )3 ( )
`.
^TE _
)*

(2.13)

Equation (2.13) is the signal at the antenna terminals of the SAR. However, the signal of
interest is at the input to the ADC of the SAR receiver.
“propagate” S.3

Thus, it is necessary to

through the SAR receiver.

A simplified block diagram of the SAR receiver, showing the key components, is
depicted in Figure 2.3.

Figure 2.3 SAR Receiver Block Diagram
The mixer with the heterodyne signal, ‚

, is used to remove the carrier in order to

produce a complex baseband signal. The filter is used to limit the noise (and jammer)
power in the receiver. It has no influence on the signal since the filter bandwidth is
assumed to be wide enough to pass the entire signal spectrum. The amplifier amplifies

the signal to a level that is compatible with the ADC. The gain is carried as G for now.
This gain will also appear in the noise and jammer signals and will cancel out when
computing SNR and SJR. Thus, it could, without loss of generality, be set to one. It
should be noted that an actual SAR receiver will have several mixers, filters, and
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amplifiers before the ADC. However, functionally, they can be represented as shown in
Figure 2.3 [5, 7].

Given that the mixer and ℎ( ) are used to remove the T UMVWX Y term from (2.13),

ℎ( ) must be written as

ℎ( ) = T ;UMVWX Y

(2.14)

and, with this, S„3 ( ) can be written as
S„3 ( ) = S.3 ( ) ℎ ( )
= j
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T ;UMVWX €• (Y)

F Z TUV[(Y;\,; €•(Y)) ^TE _
\

]

− K − )3 ( )
`.
)*

(2.15)

− K − )3 (t)
`.
)*

(2.16)

Finally, the signal into the ADC can be written as:
S…3 ( ) = n S„3 ( )

=n j

73

T ;UMVWX €• (†)

F Z T UV[(Y;\,; €• (†)) ^TE _
]

\

Equation 2.16 is the general form of the signal at the input to the ADC. The next step is
to use this equation to derive the signal at the output of the ADC since this is the signal
used by the SAR processor.
For a given imaged area, the ADC does not provide data for all . Instead, for

each K (i.e. at each pulse or platform position [3]), it begins sampling at some

K + )ˆ23 and continues to sample until some = K + )ˆ‰Š . In these equations,
)ˆ23 =

2

and
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ˆ23

E

=

(2.17)

where

ˆ23

)ˆ‰Š =

2

ˆ‰Š

E

(2.18)
ˆ‰Š

is the minimum range to the imaged area and

the imaged area. With reference to Figure 2.4,

ˆ23

is the maximum range to

is the range from the SAR platform

to the upper right corner of the imaged area when the SAR platform is in its initial
position, when K

0. From Figure 2.4, the y distance from the horizontal center of the

imaged area (i.e. from (0,0)) to the SAR platform is

D,

and 6D is the x distance to the

front edge of the imaged area.

Figure 2.4 2-D Geometry with Minimum and Maximum Range

Given this,
‹Œ•

k6D M l Ž
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D?

• M
• .
2

(2.19)

ˆ‰Š

is the range from the lower left corner of the imaged area to the SAR platform

when the SAR platform is in its final position, i.e. for K = ‘ − 1. Thus, from Figure 2.4,

where (‘ − 1) %&

‹’“

= k(6D + m )M + Ž

of

.,

+

M
•
+ (‘ − 1) %& •
2

(2.20)

= L and is the total distance the SAR platform travels when

gathering data to form the image.
Between

D

= K + )ˆ23 and

its sample rate. From Table 2.1,

the LFM Bandwidth.

= K + )ˆ‰Š the ADC samples S…3 ( ) at a rate
.

= 32.317 PQR, which is slightly larger than

Given the above discussions, the samples of S…3 ( ) for the Kth pulse can be

written as

S…3 (K + H∆) + )ˆ23 )
= nj

73

T ;UMVWX €• (\,•ˆ∆€• €–—• )

F T UV[(ˆ∆€• €–—• ; €• (\,•ˆ∆€• €–—• ))

]

(2.21)

H∆) + )ˆ23 − )3 (K + H∆) + )ˆ23 )
`
F ^TE _
)*

where H ∈ c0, P − 1e and

∆) = 1a .
.

(2.22)

In this study, ‘ was set to 1536 and P was set to 1024. Thus, the signal

generation produced a 1536 x 1024 array of complex numbers for each ground patch.

The values for ‘ and P were chosen because they are pseudo-power-of-two and powerof-two numbers, respectively, and are efficient data sizes for the MATLAB fast Fourier
transform (FFT) processing routine.
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To compute the signal returned from the entire imaged area, the S…3 (K + H∆) +

)ˆ23 ) were summed over the

patches of the imaged area. The result was the ADC

output for the entire imaged area, given by a single 1536 x 1024 array of complex
numbers

S… (K, H) = S… (K + H∆) + )ˆ23 )
™

= Z S…3 (K + H∆) + )ˆ23 ).

(2.23)

3š<

In the previous discussions, )3 ( ) is the range delay from the SAR platform, at

time , to the ground patch. If the center of the ground patch is located at some (63 ,

relative to (0,0) of Figure 2.2, then
)3 ( ) =
=
or

2
^( )
E 3

2
LŽ6D + ma − 63 • + (
2
E

)3 (K + H∆) + )ˆ23 )

M
2
= LŽ6D + ma2 − 63 • + |
E

M

D

−

3

D

−

3

+ %& )M

3)

(2.24)

+ %& (K + H∆) + )ˆ23 )} .
M

(2.25)

It should be noted that the exponent of T ;UMVWX €•(Y) gives rise to the gross Doppler term

of Table 2.1. This manifests naturally in the formulation of S… (K + H∆) + )ˆ23 ). The
gross Doppler given in Table 2.1 was used in the SAR processor to remove the Doppler
centroid, or gross Doppler, from the simulated SAR signal.
2.4 Defining the Scene

As depicted in Figure 2.5, the scene is an area of dimensions m and • made up of

patches. This area was determined based upon the number and sizes of the ground
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patches. All patches have a width of ›6 in the x-direction and › in the y-direction, as

shown in detail in Figure 2.5. The patch area and the ground backscatter coefficient of
the terrain of a particular patch determine the RCS of that patch.

Figure 2.5 Spacing within Ground Patch Scene

The y-width of the patches was taken to be the cross-range (azimuth) resolution
of the SAR [6, 8], or
› =

'
2s

D.

(2.26)

The x-width of the patches was assumed to be equal to the sample spacing in the range
dimension. That is:
›6

E ∆)
2

2

E

.

.

(2.27)

The patch dimensions can be combined with the number of patches in each dimension to
obtain the overall dimensions of the imaged area as
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m = ›6

•= ›

where
Š

œ

Š

(2.28)

œ

(2.29)

= number of patches along the x-direction (613 in this research)
= number of patches along the y-direction (615 in this research)

and

=

Š

œ.

(2.30)

The RCS of the ground patch is determined by multiplying the patch area by the
corresponding backscatter coefficient [6, 4]

o3 = (53 )(›6)(› ).

From (2.31) the next step in determining o3 , and subsequently

(2.31)
73

and S…3 ( ) is

to define a scene and determine the backscatter coefficients of the various patches of the
scene. This is the subject of the next section.
2.5 Derivation of the Ground Backscatter Coefficients
A multi-terrain scene was selected using Google Maps. The location, an area
surrounding the southern edge of I-65 at the Tennessee River Bridge in North Alabama,
was chosen due to the desired variation of terrain. A Google Maps photo of the selected
scene is shown in Figure 2.6.
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Figure 2.6 Google Maps Image of I-65 Bridge

The image was scaled so that the roadway and bridge were large enough to be
several pixels wide.

As a result, the computed dimensions of the imaged area are

approximately double what would have been computed for the actual area based on
(2.31). This did not affect the simulated SAR signal generation or jamming studies. The
resulting image is 613 patches wide by 615 patches tall.
Next, the image was color coded using Microsoft Paint in order to differentiate
between various terrain types. The land types of the scene are defined as concrete,
farmland, grass, rolling woods, and water. The color coded image is shown in Figure 2.7.
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Figure 2.7 Color Coded Map with Various Terrains Defined
Once the terrain was defined, values of ground backscatter coefficients, 5, were

determined for each terrain type in the scene. A study of multiple references [9, 10, 11,
12] revealed that 5 can be difficult to define, and varies between references for the same

terrain type and conditions.

The conditions that predominantly affect backscatter coefficient are:
•
•
•

Operating frequency
Incidence angle
Land type

The RADARSAT-1 operating frequency, as previously mentioned, is 5.3 GHz and the
incidence angle at mid-range is 40 degrees. As the definition for incidence angle varies
among authors, the definition for the purposes of this study is shown in Figure 2.8. This
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definition is consistent with the definition associated with RADARSAT-1 (see Table
2.1).

Figure 2.8 Incidence Angle
From Figure 2.8, grazing angle, 1

^"R!i

, is defined as

1•&‰ž23• = 90 ? 123(2+43(4

deg .

(2.32)

It should be noted that some authors refer to grazing angle when defining the SAR
platform location, while others reference incidence angle. Incidence angle was used for
the purposes of this study.
The first ground type considered was concrete. For the sake of simplicity, the
backscatter coefficient for concrete was used for both the I-65 bridge and the paved
interstate. Tarnavsky and Kulemin [9] developed a technique for determining backscatter
coefficients for several types of terrain for small grazing angles (large incidence angles –
see Figure 2.8) and ground-based radar. Their method was based on experimental data
recorded for a frequency band of 3-100 GHz and incidence angles of greater than 45
23

degrees. Their technique was chosen for the concrete backscatter coefficient, for which
they provide the following
γ = 0< + 0M log
where

γ
0<
0M
0q
Ψ
(

Ψ
(
+ 0q log
20
10

(2.33)

= backscatter per-unit-area
= -49 for concrete
= 32 for concrete
= 20 for concrete
= 1•&‰ž23• (deg)
= operating frequency (GHz).

Although this model is not designed for a space-based radar operating at grazing
angles of greater than 45 degrees, it is assumed that the backscatter coefficient produced
by this method using

(

= 5.3 GHz and Ψ = 50 degrees (the mid-range grazing angle for

RADARSAT-1) is accurate enough for the purposes of this study.

Rolling woods and farmland were modeled by interpolating data provided in Fred

Nathanson’s book, “Radar Design Principles.” This provided a backscatter coefficient, 5,
of -15.3 dB for rolling woods and -16.2 dB for farmland at

(

= 5.3 GHz with an

incidence angle of 40 degrees [10].
The backscatter coefficient for grass was developed by Mediavilla of the United
States Air Force, who spent his master’s research developing a backscatter coefficient
generator [11]. His generator produces a backscatter coefficient of -12.9 dB for grass
under the conditions of C-Band radar with HH polarization and an incidence angle of 40
degrees.
“Radar Reflectivity of Land and Sea” by Maurice Long references backscatter
coefficients reported by Daley, Davis et al. (1968) for various land types and the
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Delaware Bay [12]. Long defines “Angle of Incidence (θ)” in the manner that this study
defines 1

^"R!i

. For the scene’s 1!iE!

TiET

of 40 degrees, Daley provides a backscatter

coefficient of approximately -30 dB for the Delaware Bay. Although the Delaware Bay
is somewhat rougher than the Tennessee River, it is assumed that this provides a close
enough approximation for the purposes of this study.
As previously stated, backscatter coefficients can vary widely between sources for
similar terrain types. As an example, for X-band, HH polarization, and a grazing angle of
30 degrees, Long provides a 5 of approximately -8 dB for “forest” [12], Tarnavsky and

Kuleman’s method produces a 5 of about -18 dB for “deciduous and coniferous forests,

summer” [9], while Nathanson contends that 5 = -14 dB for “heaving woods, jungle,

rolling terrain” [10]. Therefore, the terrain backscatter coefficients used in this study can
only be assumed to be approximations and not exact representations.

A summary of the backscatter coefficients used in producing the SAR scene is
provided in Table 2.2.

Table 2.2 Backscatter Coefficients

Ground Type
Grass
Rolling Woods
Farmland
Water
Concrete
* per unit area

Backscatter
Coefficient, γ
(dB)*
-12.9
-15.3
-16.2
-30.0
-41.78
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Source
Mediavilla
Nathanson
Nathanson
Long
Tarnavsky and Kuleman

These backscatter coefficients were applied to the patches from the color-coded

image to compute the RCS, o3 , for these patches. The RCS was then used in (2.10) to

compute

73 ,

which was used in (2.21) and (2.23) to compute the signal array at the input

to the SAR processor.
2.6 Noise Model
After the scene image was chosen and ground RCS values determined, everything
necessary to generate a basic RADARSAT-1 SAR signal was defined. However, in order
for the generated SAR signal and resulting scene image to be realistic, it was necessary to
develop and implement a corresponding noise model.
The system noise was modeled as stationary, white, and Gaussian and added to
the generated SAR signal. Figure 2.9 shows the SAR receiver block diagram from Figure
2.3 with various noise power terms included.

Figure 2.9 Noise Model

At the antenna terminals, the noise power spectral density is termed
defined by

where

k

D

=K

D 3

| aQR}

= Blotzman’s constant, 1.38 x 10-23 W/(Hz ºK)
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D

and is

(2.34)

D

3

= standard noise temperature, 390 ºK
= noise figure (W/W).

The noise figure, Fn , is the noise figure of the receiver referenced to the antenna
terminals. It was chosen as 2 W/W (3 dB), which seemed like an appropriate value for
the purposes of this study based on previous work.
The filter will not affect the noise power spectral density. However, it will affect
the noise power at its output. In this research, it was assumed that the filter bandwidth,
.,

, was equal to the sample frequency,
antialiasing filter of the complex ADC [5].

and was, in fact, the bandwidth of the
Thus, the noise power at the output of the

filter is
™¨

= K

D 3

.

.

(2.35)

The amplifier will increase the noise power by a factor of n so that the noise
power at the input to the ADC is
™…

= n

™¨

=nK

D 3

.

.

(2.36)

Since n appears in both the signal and noise, it will cancel when computing SNR. Thus,
without loss of generality, it can be set to one.
From sampling theory, power is preserved through a sampler so that the noise
power at the ADC output, and the input to the SAR processor, is [3]
3—•

=nK

D 3

.

.

(2.37)

With this, the noise voltage at the input to the SAR processor can be written as
i… K, H = L

3—•

Ži© K, H + iª K, H •
√2
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(2.38)

where i© (K, H) and iª (K, H) are zero mean, uncorrelated, unit variance, Gaussian
random variables and K and H vary from 0: ‘ ? 1 and 0: P ? 1, respectively. The

values of ‘ and P are the same as for (2.23).
2.7 Sample Outputs

The noise signal from (2.38) is added to the SAR received signal, defined in
(2.23), and the result is sent to the SAR processor. The summed voltage signal is defined
as
SY-Y K, H

S… K, H l i… K, H .

(2.39)

The SAR processor is based on the processing routine developed in [3]. Figure
2.10 shows a block diagram of the SAR processor used in this study.

Figure 2.10 SAR Processor Block Diagram

Once the SAR received signal and noise are summed, they are sent to the matched
filter, which compresses the pulse. The gross Doppler, defined in Table 2.1, is then
removed. Next, range cell migration correction (RCMC) is applied to the signal. After
this, the quadratic phase is removed, the final FFT is performed, and the resulting data are
ready to be plotted.
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Figure 2.11 contains a plot of the image generated when the noiseless SAR signal
of (2.23) was processed through the SAR processor of Figure 2.10. It should be noted
that the effects of the squint angle can be seen in the slight rotation of the image. This
implementation of a SAR processing routine does not straighten the final image with
regards to squint angle.

Figure 2.11 Final Image of Generated SAR Signal with No System Noise

Figure 2.12 contains a plot like Figure 2.11 when the input to the SAR processor
was the SAR received signal plus noise signal, as defined by (2.39). As can be seen, the
noise has almost no impact on the image. This indicates that the SAR processor is
providing sufficient SNR improvement.

This is consistent with the results that are
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obtained when actual RADARSAT-1 data are processed through the SAR processor [1,
3].

Figure 2.12 Image Generated from SAR Signal with System Noise
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CHAPTER 3

BROADBAND NOISE JAMMING

3.1 Broadband Noise Jamming Overview
The first type of jamming considered in this research was broadband noise
jamming.

For the purposes of this study, broadband noise jamming is defined as

jamming with a bandwidth that is greater than or equal to the bandwidth of the SAR
receiver. It covers the SAR signal in all frequencies and affects all range cells and pulses
of the SAR signal.
With the creation of the SAR received signal in Chapter 2, the next step was to
add broadband noise jamming to the signal and analyze the effects of jammer ERP on the
image. The jammer signal had to be created in a fashion that made it compatible with the
SAR received signal model in order for the two to be combined. The derivation of the
jammer signal is discussed in Section 3.2. Section 3.3 contains sample results for various
jammer ERP levels.
3.2 Derivation of Jammer Power
In order to understand the jammer signal that is created and applied to the SAR
received signal, it is necessary to follow the jammer signal derivation from the jammer
transmitter through the SAR receiver and to the ADC output since this is where the SAR
signal of (2.39) is created (see Figure 3.1). It is at this point that the equation for jammer
power is determined.
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Figure 3.1 Jammer Power Block Diagram

Figure 3.1 was derived from Figure 2.3 with the changes needed to derive the
jamming signal equation. Specifically, a jammer block diagram has been added and the
mixer shown in Figure 2.3 was omitted since it does not affect the generation of the
jamming signal.
To begin, the emitted power spectral density (PSD) of the jammer can be written
as
®¯ =
where:
¯°

n¯
s¯

¯±±

¯°

s¯

n¯

¯±±

= >
QR

= peak transmit power of the jammer (W)
= power gain of the jammer transmit antenna (W/W)
= total system losses of the jammer (W/W)
= bandwidth of the broadband jammer (Hz).

(3.1)

Since n¯ is included in ®¯ , ®¯ is the effective jammer power density that would be

radiated by an isotropic radiator [5].

32

The assumption of an isotropic radiator dictates that the jammer signal radiates
outward in all directions, as depicted in Figure 3.2. If

is the distance from the jammer

to the SAR antenna, the PSD at any point on the sphere of Figure 3.2 is given by
®¯´²•³ =

®¯
4p

M

=

(4p

¯° n¯
M )s
¯

¯±±

= M
>.
H ∙ QR

(3.2)

Figure 3.2 Jammer Power Radiation Sphere

The SAR antenna captures a portion of the energy that impinges upon it.
Specifically, it converts power density per square meter to a power spectral density as a
function of the effective area of the receive antenna, 04¶ . With this, the received PSD of
the jammer signal at the terminals of the SAR antenna is
®¯²•³

®¯´²•³ 04¶

¯° n¯ 04¶
4p M s¯ ¯±±
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= >.
QR

(3.3)

To account for the losses between the antenna and receiver radio frequency (RF)

amplifier, a loss term, s. , must be included. This gives the PSD at the SAR receiver
filter input as

®¯·¸X¹· =

(4p

¯° n¯ 04¶
M )s s
¯ .
¯±±

=

QR

>.

(3.4)

The effective area, 04¶ , of the SAR antenna can be related to its gain by [5]
04¶

where

n.
'

n. 'M
=
4p

(H M )

(3.5)

= power gain of the SAR receive antenna (W/W)
= wavelength of the SAR antenna (m).

With this, the PSD at the input to the SAR receiver filter can be rewritten as
®¯·¸X¹· =

(4p

M
¯° n¯ n. '
)M s¯ s. ¯±±

=

QR

>.

(3.6)

As the jammer signal goes through the SAR receiver, the PSD is converted to

power by multiplying the PSD by the bandwidth of the receiver, B. This statement makes

the assumption that

¯±±

> B, which is valid here since broadband noise is being

considered (see Section 4.1).

In addition, the jammer signal undergoes a gain, n, through the receiver due to the

receiver amplifiers. As discussed in Chapter 2, the receiver amplifiers can be represented

as a single amplifier as shown in Figure 3.1. At the output of the amplifier, the jammer
power is given by
¯º š ®¯·¸X¹· n B =

¯° n¯

n. 'M n B
(4p )M s¯ s. ¯±±
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( ).

(3.7)

The anti-aliasing filter of the analog-to-digital converter (ADC) is matched to the
receiver bandwidth.

Therefore, power is preserved through the ADC.

In turn, the

bandwidth of the antialiasing filter is assumed to be equal to the sampling frequency of
the ADC. This gives the jammer power at the output of the ADC as

where

.

¯

=

¯° n¯

n. 'M n
(4p )M s¯ s.

.

¯±±

( )

(3.8)

is the data sampling rate (See Table 2.1).

Since it was assumed that

> B and that the jamming is noise jamming, it

¯±±

was assumed that the spectrum has a constant amplitude (of

¯ ⁄ . ).

As such, the

jamming signal can be represented as sampled white noise data at the output of the ADC.
This leads to
S¯ (K) = j

¯

Ži©» (K ) + iª» (K)•
√2

(3.9)

where i©» (K) and iª» (K ) are independent, zero-mean, WSS, white, Gaussian, unit
variance, discrete time random variables and k varies from 1: ‘.

As in determining the SAR return signal and system noise voltages in equations

(2.22) and (2.37), there are P range cell samples for every pulse worth of data. Jamming

voltages for each of the P range cells of each of the ‘ pulses of the SAR return signal

can be generated using (3.9)

S¯ (K, H) = j

¯

Ži©» (K, H) + iª» (K, H)•
√2

(3.10)

where i©» (K, H) and iª» (K, H) are zero mean, uncorrelated, WSS, Gaussian, unit

variance, random variables and K and H vary from 1: ‘ and 1: P, respectively. The

values of ‘ and P are the same as the values discussed in Chapter 2 (2.22).
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The total signal entering the matched filter and the SAR processor is made up of
the SAR received signal, system noise signal, and jamming signal

SU‰ˆˆ4+ (K, H) = S… (K, H) + i… (K, H) + S¯ (K, H)

(3.11)

where S… (K, H) is the SAR received signal voltage defined in (2.22) and i… (K, H) is the

system noise signal from (2.37).
3.3 Results

The objective of the broadband noise jammer study is to analyze the effects of
jammer ERP upon the received SAR signal. Jammer ERP is determined via
¯

=

¯° n¯

s¯

( ).

(3.12)

Given the ERP, the jammer power can be calculated at the output of the ADC by

assuming
3 dB.

¯±±

=

..

¯

=

M
¯ n. '
(4p )M s.

( ),

(3.13)

For the purposes of this study, the jammer loss was chosen as

To begin, the processed image of the generated SAR data with only receiver noise
and no jamming applied is shown below in Figure 3.3.
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Figure 3.3 Processed SAR Image with No Jamming

For reference when comparing the jammed signal results, the terrain boundaries
are shown in Figure 3.4.
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Figure 3.4 Terrain Boundaries

When broadband noise jamming with an

¯

= 3 dBW is added to the SAR

received signal, the image begins to blur. This is shown in Figure 3.5. The farmland and

rolling wood boundaries, which make up most of the land area past the grass that flanks
the interstate, are not clearly defined and the bridge over the Tennessee River is also
difficult to discern.
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¯

Figure 3.5

=3

When a jammer ERP of 13 dBW is applied to the received SAR signal the image
becomes increasingly distorted, as shown in Figure 3.6. The farmland and rolling woods
are no longer discernible from one another and the bridge completely disappears into the
water.
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¯

Figure 3.6

= 13 dBW

Increasing the ERP to 23 dBW, as shown in Figure 3.7, only leaves a faint hint of
the I-65 roadway.

All of the other land types in the image blend into the noisy

background.
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¯

Figure 3.7

= 23 dBW

If a broadband noise jammer with an ERP of 28 dBW is applied to the SAR
signal, the image is completely obliterated and nothing in the scene is discernible. This is
depicted below in Figure 3.8.
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¯

Figure 3.8

= 28 dBW

A summary for the discussed broadband jammer ERP levels and their impact on
the image is shown below in Table 3.1.

¼½¾¿
(dBW)
None
3
13
23
28

Table 3.1 Summary of Broadband Jammer ERP Levels
Effect on Image
Only receiver and system noise is present in the image.
Farmland and rolling wood boundaries start to become blurred.
Farmland, rolling woods, grass, and bridge are indiscernible from
one another.
Image is extremely blurry. Interstate is only barely visible.
Image is completely obfuscated and all land types are indiscernible.
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Using the jammer ERP and

¯

relationship described in (3.13), and a jammer loss
¯

of 3dB, values of jammer power versus

at the matched filter input are shown in

Table 3.1.
¼½¾¿
(dBW)
None
3

Table 3.2 Summary of Broadband Jammer Power versus ERP

¾¿
(dBW)
None
-119.65

Effect on Image

Only receiver and system noise is present in the image.
Grass and treed forest boundaries become blurred.
Farmland, rolling woods, and bridge are indiscernible from one
13
-109.65
another.
23
-99.65
Image is extremely blurry. Interstate is only barely visible.
Image is completely obfuscated and all land types are
28
-94.65
indiscernible.
For comparison purposes, 3—• = -125.89 dBW

The noise power at the input to the matched filter is -125.89 dBW and is much
smaller than any of the values of
contrast, the smallest value of

¯

¯

considered in the scenarios of this chapter. By

(-119.65 dBW) is only 6 dBW greater than the noise

power.
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CHAPTER 4

NARROWBAND JAMMING

4.1 Narrowband Jamming Overview
The second type of jamming considered in this research was narrowband
jamming. In contrast to the broadband jamming of Chapter 3, narrowband jamming is
defined as jamming with a bandwidth less than the LFM bandwidth of the SAR signal.
Furthermore, for the purposes of this study, narrowband jamming was subdivided into
two types of jamming: narrowband noise jamming and single frequency continuous wave
(CW) jamming.
The implementation of a jammer with a bandwidth that is narrower than the LFM
bandwidth of the SAR signal necessitates modification to the definition of jammer power
given in Chapter 3. This is discussed in Section 4.2.
The initial results from the narrowband jamming study were surprising. The
presumption had been that the narrowband jamming scenarios would involve a simple
modification to the broadband noise jamming study of Chapter 3. This did not turn out to
be the case. An extensive amount of research was devoted to determining why the initial
results from the two types of narrowband jamming were not as expected.
The initial narrowband noise jamming signal derivation is discussed in Section
4.3. Section 4.4 highlights the residual phase terms of the jammer signal at the output of
the SAR signal processor. These residual phase terms turned out to be the cause of the
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unexpected initial results of the narrowband jamming study and prompted a redefinition
of the jammer signal that is included in Section 4.4. Example results of narrowband
noise jamming are shown and discussed in Section 4.5. CW jamming signal generation
and results are discussed in Section 4.6 and Section 4.7, respectively.
4.2 Derivation of Narrowband Jammer Power
In the broadband jamming scenario discussed in Chapter 3, the jammer
bandwidth,
(
(

. ),

¯±±

¯±± ,

was defined to be greater than or equal to the SAR data sampling rate

which was assumed to be equal to the receiver bandwidth.
≥

.)

meant that

.

This relationship

was the limiting bandwidth in the jammer power equation.

On the other hand, narrowband jamming is defined as jamming whose bandwidth

is less than the SAR signal’s LFM bandwidth. More specifically, it was chosen as
jamming with a bandwidth ranging from twice the SAR PRF to a fraction of the SAR
PRF for this study.

Figure 4.1 summarizes the relationships between the different

bandwidths considered for this study.
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Figure 4.1 Bandwidth Comparison

Recall the equation for the broadband jammer power (3.8) from Chapter 3
¯

where
¯°

¯° n¯

n. 'M n
=
(4p )M s¯ s.

.

¯±±

( )

(3.8)

= peak transmit power of the jammer (W)
= directive gain of the jammer transmit antenna (W/W)
= directive gain of the SAR receive antenna (53011.6 W/W)
= wavelength of the SAR signal (0.05657 m)
= gain due to the receiver amplifiers, (1 W/W) (See Chapters 2 and
3)
= SAR data sampling rate (32.317 MHz)
= distance from the jammer to the SAR antenna (m)
= total system losses of the jammer (W/W)
= losses between the antenna and RF amplifier (1.995 W/W)
= bandwidth of the broadband jammer (Hz).

n¯
n.
'
n
.

s¯
s.

¯±±

As shown in Chapter 3, (3.8) was derived under the assumption that the limiting
bandwidth was

.,

since

.

<

¯±±

.

For the narrowband jammer, the jammer

bandwidth becomes the limiting bandwidth in determining the narrowband jammer power
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in the SAR receiver. If this condition is applied to the development of Chapter 3, the
narrowband jammer power at the SAR ADC becomes
¯

where

n. 'M n
=
(4p )M s¯ s.

¯Á±

This value of

¯° n¯

¯Á±
¯Á±

¯° n¯

n. 'M
=
(4p )M s¯ s.

( )

(4.1)

= bandwidth of the narrowband jammer (Hz).
¯

will be applied to the narrowband noise and CW line jamming

signals, as was done in the broadband noise study, in order to scale the jamming signals
relative to the receiver noise and the SAR signal used to form the image.
4.3 Narrowband Noise Model
The first type of narrowband jamming considered was narrowband noise
jamming. For the purposes of this study, narrowband noise jamming is defined as noise
centered on the carrier frequency of the SAR with a bandwidth of

¯Á± .

Due to the fact that the narrowband noise jamming bandwidth is less than the
receiver bandwidth, the generated jamming signal is correlated in time. This means that
the jamming signal for each pulse must be chosen in a fashion that preserves the
correlation.
To create the jammer noise, a vector of correlated random numbers is needed.
This is then imposed on the carrier frequency of the SAR to create the narrowband noise
jamming signal.
Similar to the broadband noise jamming case, broadband, WSS complex,
Gaussian noise is generated using
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Â(

) = ‘‰+U Ãi©» ( ) + iª» ( )Ä

(4.2)

where i©» ( ) and iª» ( ) are independent, zero-mean, broadband, unit variance, WSS,

Gaussian random processes with flat spctra. The constant ‘‰+U will be used in order to

create the desired power,

¯.

The next step is to filter the white noise to produce a signal with the proper
bandwidth.

In this study, an ideal “brick wall” filter was used.

Specifically, the

frequency spectrum of the correlated jamming signal is defined as
™Å (

where

™Å (

)
Æc6( )e

^TE c e

) = Æc

Â(

)e ∗ ^TE _

¯Á±

`

(4.3)

= the spectrum of the narrowband jamming signal
È
= the Fourier transform of 6( ), or Æc6( )e = Ç;È 6( )T ;UMVWY

=É

1, | | ≤ M

0, | | >

<

<
M

.

The time domain (actually, sample domain) narrowband jamming signal is found
by taking the inverse Fourier transform of
™Å (

™Å (

) = Æ;< c

). That is,
™Å (

)e.

(4.4)

In this study, FFTs were used to perform the Fourier transform and inverse Fourier
transform.

At this point, the scaling factor from (4.2), ‘‰+U , must be considered. As with the

broadband noise, the narrowband noise should ultimately have a power of

¯.

However,

in this study, ERP is considered the control parameter for the jammer signal power and
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the jammer power is determined based on jammer ERP (See Chapter 3). Therefore, the
constant ‘‰+U from (4.2) is determined such that the desired jammer ERP is obtained.

This process involves making an initial guess of ‘‰+U = 1 when calculating (4.4)

and then determining the resulting jammer ERP of the generated noise from
¯

´

Ê|

=

™Å (

)|M Ë

(4.5)

´.

(4.6)

where the expected value is approximated as a time average. The value of ‘‰+U is then

chosen as

‘‰+U = k

¯

¯

Finally, the signal is scaled one more time by multiplying
where

and ‘*&-* is related to

¯

‘*&-* =
by:
U

™Å (

n. 'M
(4p )M s.

= ‘*&-*

¯.

) = j‘*&-*

™Å (

) by j‘*&-*

(4.7)

(4.8)

With this, the jammer signal at the SAR receiver input is:
™Å. (

).

(4.9)

To propagate from the jammer to the SAR receiver, the baseband signal is
imposed upon a carrier frequency. In this study it was assumed that the jammer knows
the SAR carrier frequency,

where

(,

and thus generates the transmitted signal of:

S,Á±Á ( ) =

™Å (
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) T UMVWÌ Y T UMVWX Y

(4.10)

U

= frequency term used to center the jamming signal at the corresponding
cross range position of the image (Hz).

The jamming frequency,

U,

is a tunable jammer parameter chosen in order to center the

jamming signal at the desired cross range position on the image.
After transmit, the jamming signal undergoes a one-way time delay to the SAR
receiver of

where

U(

)+U ( ) =

U(

E

)

(4.11)

) is the range from the jammer to the SAR and is given by

where 6U and

U

k=6D +
U( ) =

M
m
− 6U > + |
2

D

−

U

+

%& }

M

(4.12)

are the x and y-coordinates of the ground patch containing the jammer

relative to scene center, respectively.
With this, the jamming signal at the SAR receiver is

S.Á±Á ( ) = j

Since

™Å. (

¯

S,Á±Á Ž − )+U ( )•

= =

™Å.

Ž − )+U ( )•> T UMVWÌ |Y;€ÍÌ (Y) } T UMVWX |Y;€ÍÌ (Y) } .

) is wide sense stationary (WSS),

loss in generality, be replaced by
S.Á±Á ( ) =

™Å. (

™Å. (

) to yield

™Å.

Ž − )+U ( )• can, without

) T UMVWÌ |Y;€ÍÌ (Y) } T UMVWX |Y;€ÍÌ (Y) } .

To properly account for the impact of

(

(4.13)

(4.14)

and )+U ( ) on the jammer signal at the

input to the SAR signal processor, S.Á±Á ( ) must be propagated through the SAR

heterodyne process. From Chapter 2 discussions, the SAR received signal is mixed with
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the heterodyne signal, ℎ( ), within the SAR receiver, as shown in Figure 4.2. The

received jammer signal enters the same mixer.

Figure 4.2 Heterodyne

When the received jammer signal is mixed with the heterodyne signal, the result is

Or, using (4.11),

S„Á±Á ( ) =
S„Á±Á

™Å. (

) T UMVWÌ |Y;€ÍÌ (Y) } T ;UMVWX €ÍÌ (Y) .
T

™Å.

UMVWÌ ÎY ;

.Ì Y
Ï
(

T ;UMVWX

.Ì Y
(

As with the SAR received signal, the ADC samples S„Á±Á

(4.15)

.

(4.16)
at a rate of

.

to

produce the sampled signal S„Á±Á i . The sampled signal is what is created for each
pulse and added to the SAR signal in the model to get S„Á±Á K, H .

When the narrowband jammer was initially simulated, the T ;UMVWX

not adjusted and the parameters of
¯Á±

Ð.¨
G

¯

5 dBW,

U

term was

0 Hz and a jammer bandwidth of

were used. The resulting image is shown in Figure 4.3.
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¶Ì ³
X

Figure 4.3 Narrowband Noise Jamming: ERP = 5 dBW,

¯Á±

=

/8, and

U

= 100 Hz

It will be noted that the jammer causes the image to have streaks. The streaking
in down range was expected due to the fact that the generated noise jamming signal is on
for all time, whereas the matched filter is matched to a pulsed signal. However, the
jamming effects in cross range are not what was expected for a narrowband jamming
signal with a bandwidth of

/8. The jamming is spread across the entire image in

cross range. The anticipated result was an image with concentrated lines of jamming
confined to a cross range band of the image, a band that was bound by the jammer’s
bandwidth when cross range was converted to frequency, and centered at a cross range
position determined by U .
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Figure 4.4 shows the voltage cut at the output of the SAR processor versus
frequency for the 0 meters down range line of Figure 4.3. The top plot is for the case
where there is no jamming and the bottom plot is for the case where there is narrowband
noise jamming using the parameters from Figure 4.3.

Figure 4.4 Cross Range Cut at 0m Down Range of Signal at the Output of the SAR
Processor with and without Narrowband Noise Jamming

The images are zoomed in on only the range of frequencies that corresponds to
the scene. The bottom plot shows clearly that the jamming is spread across the entire
cross range (or frequency) direction of the scene and is not limited to the jammer
bandwidth of

/8, or 157 Hz.

53

Due to the unexpected results from the narrowband noise exercise, further study
into the generated jamming signal, its phase terms, and how the SAR processor affects
those phases was necessary.
4.4 Narrowband Noise Jamming Residual Phase Discussion
Detailed analyses of the narrowband jamming signal indicated that the unexpected
results described in the previous section were due to the one-way T ;UMVWX

¶Ì (³)
X

term of the

jammer signal and how this interacts with the two-way assumption made by the SAR
processor. In particular, how the T ;UMVWX

¶Ì (³)
X

term interacts with the gross Doppler and

quadratic phase removal steps of the SAR processor. This is illustrated in Figure 4.5.

Figure 4.5 SAR Processor Block Diagram Showing Gross Doppler and Quadratic Phase
Removal

Figure 4.5 is an expanded version of Figure 2.10 showing the details of the gross
Doppler removal step and the quadratic phase removal part of the RCMC processor. The
actual range cell migration step is omitted since the jamming is spread across all ranges
and is thus not affected by the migration correction process. The matched filter is
omitted for reasons discussed earlier.
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From Figure 4.5,

+•

is the gross Doppler frequency, %& is the effective SAR

velocity, and ^D is the distance from the SAR platform at time

= 0 to the center of the

imaged area.

Noting that the gross Doppler and quadratic phase removal steps are both a

function of the SAR wavelength, ', rewriting (4.16) in terms of wavelength gives
S„Á±Á ( ) =

where

™Å. ( ) T

UMVWÌ ÎY ;

'=

E

(

.Ì (Y)
Ï
(

T ;UMV

.Ì (Y)
Ñ

.

(4.17)

(4.18)

To observe the effects of the gross Doppler and quadratic phase removal
processes,

U(

) is expanded into a Taylor series. Expanding

k=6D +
U( ) =

M
m
− 6U > + |
2

D

−

U}

M

+ 2|

D

−

U}

U(

M

) gives

%& + (%& )M .

(4.19)

Recognizing that the range from the SAR platform to the ground patch containing

the jammer, which is located at scene center (6U =

U

is

UD

gives

= k=6D +

M
m
− 6U > + |
2
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= 0) in this example, at time = 0

D

−

U}

M

(4.20)

U(

) = L|
=

UD }
UD

M

k1 +

Expanding into a Taylor series yields
U( ) =

+ 2|

D

−

U }%&

UMVWÌ ÎY ;

.Ì (Y)
Ï
(

UD +

|

2|

D

D

UD

M
U } %&

−

−

UD

M

+

U}

M

%&

%& M
2 UD

+ (%& )M
+
M

%&

M

UD

M

M

.

+ Q. Ò.

(4.21)

(4.22)

where Q. Ò. . are higher order terms that will be dropped for the purposes of this study.
Using (4.25) in (4.20) yields

where
T

T

S„Á±Á ( ) =

™Å. (

;UMV.ÌÓ
Ñ

= constant phase term.

;UMVœÓ Ô·
Y
Ñ.ÌÓ

T

T

UMVœÌ Ô·
Y
Ñ.ÌÓ

;UVÔ· ] ]
Y
Ñ .ÌÓ

)T

œÌ Ô·
œ Ô
;UMV
Ô]
Î.ÌÓ • Ó · Y;
Y• · Y ] Ï
.ÌÓ
.ÌÓ
M .ÌÓ
Ñ
T

(4.23)

= frequency term due to the y offset of the position of the SAR at
time = 0 from scene center. This is eliminated in the gross
Doppler removal.
= Doppler frequency term that depends upon the y location of the
jammer.
= quadratic phase term.

When the SAR signal processor removes the phase associated with the gross
Doppler of the SAR’s return signal, it shifts the signal back to the appropriate cross range
position for the SAR signal. This is done in the gross Doppler removal step of the signal
processor by multiplying the SAR signal by T UMVWÍÕ Y (see Figure 4.5), where
+•

=

2 D %&
' D
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(4.24)

and

D

is the range from the SAR platform at time = 0 to the center of the scene in the

cross-range direction, as depicted in Figure 2.4. The cross range offset of the SAR
platform from the center of the scene due to the SAR “look back” is what necessitates
this step. In Figure 4.3, the jammer signal of (4.16) does not appropriately account for
this removal in the SAR signal processor, and the jammer signal is shifted off of the
appropriate cross range position of the image. This shift off of the appropriate cross
range position is not obvious due to the additional effect of the quadratic phase, discussed
momentarily. For now, the jammer is located at scene center, making

D

≈

UD .

At the

output of the gross Doppler removal step of the SAR processor, this produces
S„Á±Á ′( ) =

™Å. (

)T

UMVWÌ ÎY ;

.Ì (Y)
Ï
(

œÌ Ô·
œ Ô
UMV
Ô]
Î;.ÌÓ • Ó · Y •
Y ; · Y]Ï
.ÌÓ
.ÌÓ
M .ÌÓ
Ñ
T
.

This leaves a residual gross Doppler phase of

MVœÓ Ô·
Ñ.ÌÓ

(4.25)

in the jammer signal.

In addition to the gross Doppler term, the jamming signal contains a negative
residual Doppler term due to the one-way time delay from the ground patch containing
the jammer of

MVœÌ Ô·
Ñ.ÌÓ

. In the example of Figure 4.3,

U

= 0. However, this term is

included here for the case when the jammer is not located at scene center.

This term

causes further shifting of the signal in cross range so that the jamming signal is not
centered at the appropriate cross range position on the image.
A residual gross Doppler means that the jamming will be located at a Doppler of
=U+

MVœÓ Ô·
Ñ.ÌÓ

>, rather than at

U,

the desired location of the jamming signal. The residual

Doppler due to the one-way time delay from the ground patch containing the jammer
shifts the jamming further by −

MVœÌ Ô·
Ñ.ÌÓ

for the case when
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U

≠ 0. To remove the effects

of the residual gross Doppler, an additional Doppler offset of −

MVœÓ Ô·
Ñ.ÌÓ

=+

MVœÌ Ô·
Ñ.ÌÓ

> must

be added to the signal that the jammer sends to the SAR.
In addition to the gross Doppler, the jammer’s signal is affected by a residual
quadratic phase term that the SAR processor removes from the SAR’s return signal. Due
to the one-way transmission of the jammer signal to the SAR, this term is not correctly
removed from the jammer signal and as a result the jammer signal is spread across cross
range.
In the SAR signal processor, the SAR received signal (the signal that results in the
image) contains a quadratic phase term that is removed by mixing the signal with (see
Figure 4.5)
Sª*Ù7 ( ) = T

Ô]
UMV · Y ]
Ñ&Ó .

(4.26)

The phase of Sª*Ù7 ( ) is based on the location of a ground patch at scene center, and
when mixed with (4.28), it produces S„Á±Á ′′( )
S„Á±Á ′′( ) =

™Å. (

)T

UMVWÌ ÎY ;

.Ì (Y)
Ï
(

œÌ Ô·
œ Ô
UMV
Ô]
Î;.ÌÓ • Ó · Y •
Y • · Y]Ï
.ÌÓ
.ÌÓ
M .ÌÓ
Ñ
T
.

This leaves behind a residual quadratic phase of

VÔ· ] M
Ñ .ÌÓ

(4.27)

in the jammer’s signal. This

residual quadratic phase must be included in the jammer signal if the SAR processor is to
properly compress the jamming signal to form the appropriate width jamming band on
the image.
The combination of the effects of the residual gross Doppler and quadratic phase
terms of the jamming signal are what caused the unexpected results depicted in Figure
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4.3. To avoid these effects, the narrowband noise jamming signal at the output of the
quadratic phase removal step must be
S„Á±Á ′′( ) =

™Å. ( ) T

UMVWÌ ÎY ;

.Ì (Y)
Ï
(

T

M œÌ Ô·
UMV
=;.ÌÓ •
Y>
.ÌÓ
Ñ

.

(4.28)

Therefore, the jamming signal must include a Doppler component to account for the
effects of gross Doppler removal in the SAR processor. The jamming signal must also
include a quadratic phase term to account for the quadratic phase removal step of the
SAR processor. This means that the jammer signal at the SAR receiver must be
S.Á±Á ( ) =

™Å. (

) T UMVWÌ |Y;€ÍÌ (Y) } T

UMV|œÌ ; œÓ }Ô·
VÔ ]
Y ; · Y]
UMVWX |Y;€ÍÌ (Y) }
Ñ.ÌÓ
Ñ .ÌÓ

T

T

.

(4.29)

Recall that the narrowband noise jammer transmit signal is related to the jammer

signal at the SAR receiver by

S.Á±Á ( ) = j

¯

S,Á±Á Ž − )+U ( )•.

(4.13)

Therefore, using the relationship of (4.13) and (4.29), the narrowband noise transmit
signal must be
S,Á±Á ( ) =

™Å (

)T

UMVWÌ Y

T

UMVWX Y

T

]
UMV|œÌ ; œÓ }Ô·
VÔ ]
ŽY•€ÍÌ (Y)• ; · ŽY•€ÍÌ (Y)•
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Ñ .ÌÓ

T

.

(4.30)

The additional phase terms of (4.30) are functions of time plus the one-way time delay
from the jammer to the SAR, Ž + )+U ( )•. The Ž + )+U ( )• sum was used instead of

simply , as used in (4.10), so that the )+U ( ) term will cancel out in (4.13) when the
jamming signal is received by the SAR receiver.

This is a significantly more complicated signal than the initially anticipated
narrowband noise transmit signal of (4.10). The addition of the Doppler and quadratic
phase terms will require the jammer to know the one-way time delay to the SAR receiver
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from the position of the jammer as well as the cross range distance between the jammer
and scene center.
4.5 Narrowband Noise Jamming Results
The results when the jammer transmit signal is given by (4.30) are shown in
Figure 4.6. The smearing in cross range from the residual quadratic phase is gone and the
jamming signal is compressed to the bandwidth of the jammer (625 meters for a
bandwidth of

Ð.¨
G

= 157 Hz) and centered at the cross range position of the jammer

frequency (400.58 meters for a

U

of 100 Hz) plus the physical cross range position of the

jammer (0 meters, relative to scene center).

Figure 4.6 Narrowband Noise Jamming with Residual Phase Terms Removed
60

The corresponding amplitude cut at 0 meters down range versus frequency is
shown below in Figure 4.7. It shows that the jamming is present from approximately
20 Hz to 177 Hz, making the width of the cross range jamming spread equal to the
bandwidth of the jammer (157 Hz), and centered at the jammer frequency of 100 Hz.

Figure 4.7 Amplitude Cut of Voltage Signal versus Frequency with and without
Narrowband Noise Jamming

Decreasing the jamming bandwidth to one-twelfth of the PRF while leaving the
other jammer parameters the same decreases the width of the jamming spread in cross
range, as shown in Figure 4.8.
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Figure 4.8 Narrowband Noise Jamming with

¯Á±

=

/12

The ability to properly control the width of the jamming on the image by
adjusting the jammer’s bandwidth proves that the residual quadratic phase was properly
included in the jammer signal.
As previously discussed, the jammer frequency is used to determine the location
of the jamming on the image. The jamming is centered on the jammer frequency,

U.

Proof of this is shown in Figure 4.9, where the jammer frequency is shifted to -150 Hz
(-595.98 meters cross range). The bandwidth was set to
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/8 as in Figure 4.6.

Figure 4.9 Narrowband Noise Jamming with

U

= – 150 Hz

Increasing the jammer’s bandwidth to two times the SAR’s PRF, as shown in
Figure 4.10, spreads the jamming signal across the entire imaged ground patch in cross
range. This spreading without an increased jammer ERP appears to cause the jamming
effects on the image to be minimized in terms of obstructing the view of the portions of
the scene that lie beneath the jamming spread. Although the entire scene is now affected
by the narrowband noise jamming, the intensity is spread across in cross range and the
image is more discernible directly underneath the jammer signal. The apparent reduced
impact of the jammer is due to the fact that the jammer power is spread across a larger
frequency range, and thus cross range dimension. This means that the jammer power per
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cross range cell will decrease as the jammer bandwidth increases which will, in turn,
lessen the impact of the jammer on the image.

Figure 4.10 Narrowband Noise Jamming with
U = 100 Hz

¯

= 5 dBW,

¯Á±

=

∗ 2, and

As was demonstrated in the broadband jamming study, the jammer can also
increase its ERP in order to obliterate the image. In the broadband jamming scenario, a
jammer ERP of 28 dBW caused the image to be completely obliterated by the jammer.
Setting the narrowband jammer ERP to 28 dBW also causes so much interference that the
image appears to be completely corrupted. This is shown in Figure 4.11.
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Figure 4.11 Narrowband Noise Jamming for
U = 100 Hz

¯

= 28 dBW,

In Figure 4.11, the jammer bandwidth was dropped back to

¯Á±

=

/8 , and

/8 in order to see

the effect on the image when the jamming signal is limited to only a portion of the cross
range extent of the imaged ground patch. The black parts of the figure contain no
jamming signal, but the lines of jamming from approximately 75 meters to 700 meters
cross range are so strong that they predominate the rest of the image, causing it to black
out.
However, adjusting the contrast of the image reveals that while the image appears
to be completely obliterated in Figure 4.11, it is actually only completely corrupted under
the jamming signal. With image post processing techniques, as shown in Figure 4.12, the
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boundaries of the water and interstate in the areas of the image that do not contain the
jammer signal can be discerned by the SAR. At the same time, the region containing the
jammer is considerably brighter than in Figure 4.11.

Figure 4.12 Image Results from Figure 4.11 with Contrast Adjusted

The lines adjacent to the white band of jamming at approximately -200 to 70
meters and 725 to 1000 meters cross range is due to the sidelobes of the FFT of the signal
processor.
Setting the narrowband jammer ERP to 28 dBW and increasing the jammer
bandwidth to two times the PRF completely obliterates the entire image. As shown in
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Figure 4.13, this causes the jammer signal extent to be so large in frequency that it
predominates the entire image.

Figure 4.13 Narrowband Noise Jamming for
U = 150 Hz

¯

= 28 dBW,

¯Á±

=

∗ 2, and

In the broadband jamming scenario results of Section 3.3, it was shown that
increasing levels of jammer ERP caused different areas of the image to be indiscernible.
A narrowband noise jammer operating at a bandwidth of

/8 and an ERP of 3 dBW,

the lowest ERP of the broadband noise jamming study, causes the grass and rolling wood
boundaries become blurred, just as in the broadband jamming case. This is shown in
Figure 4.14. The jammer frequency has been shifted to -150 Hz (-596 meters cross range)
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in order to see the jammer effects on the highest number of terrain types. For reference,
the terrain boundaries from Chapter 2 are shown in
Figure 4.15. The grass is colored green, and runs alongside the interstate. The
grass borders the rolling woods, which is colored light blue in Figure 4.15.
.

Figure 4.14 Narrowband Noise Jamming:
¯ = 3 dBW,
U = -150 Hz

68

¯Á±

=

/8, and

Figure 4.15 Terrain Boundaries

In Figure 4.14, the concrete, farmland, grass, rolling woods, and water boundaries
(shown in
Figure 4.15) of the image outside of the jamming signal are all discernible from
one another while the grass, farmland and rolling woods under the jamming signal
becomes harder to discern from one another. However, when applying a narrowband
jammer with a bandwidth of twice the PRF, in order to spread the jamming across the
entire cross range extent of the image, and using the same ERP of 3 dBW from Figure
4.14, the farmland and rolling wood boundaries are still somewhat discernible from one
another and the grass boundaries are much more clear than in Figure 4.14. This is shown
in Figure 4.16.
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Figure 4.16 Narrowband Noise Jamming:
¯ = 3 dBW
U = 100 Hz

¯Á±

=

∗ 2, and

The next level of jammer ERP discussed in Chapter 3 was 13 dBW, which caused
the farmland, rolling woods and bridge terrains to become indiscernible from one another
in the broadband noise jamming case. Figure 4.17 shows the narrowband noise jamming
scenario where the jammer bandwidth is equal to one-eighth of the PRF and
¯

= 13 dBW.

Figure 4.18 shows the results for the same ERP with a jammer

bandwidth of twice the PRF.
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Figure 4.17 Narrowband Noise Jamming:
¯ = 13 dBW,
U = -150 Hz
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¯Á±

=

/8, and

Figure 4.18 Narrowband Noise Jamming:
¯ = 13 dBW,
U = 100 Hz

¯Á±

=

∗ 2, and

In Figure 4.17, the boundaries between the farmland, rolling woods, and grass are
indiscernible underneath the jamming signal. In addition, the edge of the interstate is
very blurred. In Figure 4.18, the farmland and rolling woods are indiscernible from one
another, and the boundaries of the grass start to become blurred.
Figure 4.19 shows the effects of narrowband noise jamming with an ERP of 23
dBW for the case where

¯Á±

=

/8. The results of Figure 4.19 include image

contrast editing and show that the jammer completely obliterates the image where the
jamming signal is present, but the surrounding ground patch is still discernible.
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Figure 4.19 Narrowband Noise Jamming:
¯ = 23 dBW,
U = -150 Hz, Contrast Adjusted
In Figure 4.20, the jammer ERP is 23 dBW and

¯Á±

=

¯Á±

=

/8, and

∗ 2, which produces

a very distorted image with only hints of boundaries between land, water, and interstate
present. This is only 5 dBW less than the jammer power required to obliterate the image
at this particular jammer bandwidth, and produces results similar to the broadband noise
jamming case of the same power level (shown in Figure 3.7).
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Figure 4.20 Narrowband Noise Jamming:
¯ = 23 dBW,
U = 100 Hz

¯Á±

=

∗ 2, and

After establishing the jammer level necessary to obscure the terrain beneath the
jamming signal for the case when the bandwidth is equal to

/8, the jamming signal

was shifted in frequency to 100 Hz in order to see how high the ERP needed to be in
order to obliterate the image. The jammer frequency of 100 Hz was chosen because it
places the jamming signal opposite the greatest number of terrain types on the image,
allowing for the effect of jammer ERP on surrounding terrains to be observed. Applying
a narrowband noise jammer with an ERP of 60 dBW and bandwidth of

/8 increases

the jammer signal relative to the image so much that extra streaks are visible after image
contrast editing. The streaks outside of the jamming bandwidth, as shown in Figure 4.21,
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are due to the FFT sidelobes of the SAR processor.

In addition, at this point, only the

boundaries of the northwest shoreline and interstate are barely discernible.

Figure 4.21 Narrowband Noise Jamming:
¯ = 60 dBW,
U = 100 Hz, Contrast Adjusted

¯Á±

=

/8, and

However, using an ERP of 85 dBW seems to raise the jammer signal enough to
effectively obliterate the image. Careful editing of the image was not successful at
revealing any of the imaged ground patch, as shown in Figure 4.22.
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Figure 4.22

¯

= 85 dBW,

¯Á±

=

/8, and

U

= 100 Hz, Contrast Adjusted

Table 4.1 summarizes the effects of jammer ERP for the narrowband noise
jamming scenarios discussed in the section compared with the broadband noise jamming
scenarios of Table 3.1.
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Table 4.1 Summary of Jammer ERP Effects on Image for Broadband and Narrowband
Noise Jamming

¼½¾¿
(dBW)
3

13

23

Broadband Noise
Jammer
Grass and rolling woods
boundaries start to
become blurred, but
discernible.

Farmland, rolling woods,
and bridge are
indiscernible from one
another.

Image is extremely
blurry. Interstate is
barely visible.

28
Image is obliterated.
60
85

Narrowband Noise Jammer
Ú¿ÛÚ = ¾½Ü/Ý
Ú¿ÛÚ = ¾½Ü ∗ Þ
Grass and rolling
Grass and rolling woods
woods boundaries are
boundaries somewhat
hard to discern from
blurred, but still
one another.
discernible.
Farmland, rolling
Farmland, rolling woods,
woods, grass, and
and bridge are
bridge are indiscernible indiscernible from one
from one another.
another. Grass
Interstate edges are
boundaries are hard to
hard to define.
define.
Image is obliterated
under jamming signal,
but discernible outside
Image is very blurry.
of jamming area with
Interstate, land, and water
image contrast editing.
are barely visible.
Image is obliterated
under jamming signal
bandwidth. Outside of
jamming, terrain is
fairly discernible.
Image is obliterated.
Image contrast editing
reveals only land,
interstate, and water
boundaries.
Image is obliterated.

4.6 Single Frequency CW Jamming Signal Creation
The second type of narrowband jamming considered was single frequency CW
jamming, or CW line jamming. CW line jamming is a limiting case of the narrowband
noise jamming discussed earlier in this chapter, where the jammer bandwidth,

¯Á± ,

is set

to zero. The goal of the CW line jamming study was to produce a single line of jamming
across the image in downrange at a desired position in cross range.
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In order to produce this line, single line CW jamming was implemented using the
following equation for the jammer transmit signal:
S,ßà ( ) = j

¯ T

UMVWÌ Y

T

UMVWX Y

UMV|œÌ ; œÓ }Ô·
]
VÔ· ]
|Y•€ÍÌ (Y)} ;
|Y•€ÍÌ (Y)}
Ñ.ÌÓ
Ñ .ÌÓ
T
T
.

(4.31)

4.7 Narrowband CW Line Jamming Results

Due to the effects of the jammer power being concentrated at a single frequency,
the jammer ERP does not need to be as high as for the broadband noise and narrowband
noise jamming scenarios in order for the line to be clearly visible without predominating
the image. Here, a CW jammer ERP of 0 dBW is able to produce a clear line across the
image. The resulting image of a CW line jammer located at scene center with an ERP of
0 dBW and operating at a jammer frequency of
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/8 is shown in Figure 4.23.

Figure 4.23 CW Line Jammer with Residual Phase Terms Removed
/8 (157 Hz) was chosen so that the line

The jammer operating frequency of

would be visible on the imaged area. Figure 4.24 shows a cut of the image at 0 meters
down range versus frequency. The spike at 157 Hz corresponds to the jammer line that
runs up and down the image at approximately 615 meters cross range in Figure 4.23.
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Figure 4.24 Cut of Figure 4.23 versus Frequency

If the goal of the CW line jammer is for the line to appear at the same cross range
position as the jammer, the jammer simply sets the jamming frequency to zero. This
cancels out the terms with the jamming frequency and applies the line at the cross range
position of the jammer. This is demonstrated in Figure 4.25, where
U

= 0 Hz.
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U

= 0 meters, and

Figure 4.25 CW Line Jammer with

U

= 0 Hz and

U

=0m

As was demonstrated with the previous types of jamming, increasing the jammer
ERP to a sufficient level will cause the jamming signal to predominate and then
eventually obliterate the image. For comparison with the previous jamming types, first a
jammer ERP of 3 dBW is applied, as shown in Figure 4.26. With the slightly higher
jammer ERP, compared with Figure 4.23 , the sidelobes of the jamming signal are visible
adjacent to the jamming line at 615 meters in cross range.

81

Figure 4.26 CW Line Jammer with

¯

= 3 dBW and

U

= 157 Hz

Using the parameters of Figure 4.23 and increasing the jammer ERP to 28 dBW
results in the image of Figure 4.27. The jammer ERP is so great that it predominates the
image. If the image contrast is edited, as shown in Figure 4.28, the line becomes brighter
and wider and the image appears, but with reduced clarity and somewhat blurred
boundaries between the farmland and rolling woods terrains. The increased width and
additional lines are due to the sidelobes of the FFT response to the jammer. They are
more visible in the higher jammer ERP images because as the jammer power is increased,
so are the sidelobe levels compared with the image levels.
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Figure 4.27 CW Line Jammer with

83

¯

= 28 dBW

¯

Figure 4.28 CW Line Jammer with

= 28 dBW and Contrast Adjusted

The CW jammer ERP has to be increased significantly to completely obliterate
the image. Even when applying an ERP as high as 60 dBW, careful contrast editing, as
shown in Figure 4.29, can reveal the general boundaries of the interstate.
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¯

Figure 4.29 CW Line Jammer with

= 60 dBW and Contrast Adjusted

Although the boundaries of the interstate and the northwest shoreline are
somewhat visible, the image, for all practical purposes, contains no detailed information
of the terrain due to the high level of the jammer signal present.
Increasing the ERP to 85 dBW seems to obliterate the image. Even with careful
image contrast post processing, as shown in Figure 4.30, the ground patch image does not
become visible.
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Figure 4.30 Line Jammer with

¯

= 85 dBW and Contrast Adjusted

This is the same jammer ERP needed to obliterate the image in the narrowband noise
jamming case with a jammer bandwidth that is less than the cross range extent of the
image.
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CHAPTER 5

COHERENT REPEATER JAMMING

5.1 Coherent Repeater Jamming Overview
The final type of jamming explored in this research was coherent repeater
jamming. Unlike the broadband noise and narrowband noise jamming discussed in the
previous chapters, coherent repeater jamming requires detailed, intimate knowledge of
the victim SAR in order to transmit a signal that is matched to the SAR. The coherent
repeater’s goal is to transmit a signal such that, when received by the SAR, will produce a
false target on the image.
From the results of Chapter 4, it can be deduced that the time delay of the
transmitted jammer signal must be accounted for in such a manner that the jammer signal
will reach the SAR receiver at the same time as the SAR’s own signal that has reflected
off of the ground patch which would contain the false target. Any time delay mismatch
between the jammer signal received by the SAR and the SAR’s own signal that is
received from the ground patch of the location of the false target will result in residual
phase errors at the output of the SAR processor.
Section 5.2 details how the jammer’s transmit time must be determined with
regard to the locations of the jammer and false target. Accordingly, the coherent repeater
jammer study is broken into two different scenarios depending on relative positions.
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Section 5.3 will explore the scenario where the jammer is closer in range to the SAR than
the false target and Section 5.4 will explore the scenario when the false target is closer in
range to the SAR. Results from the coherent repeater jammer study are shown and
discussed in Section 5.5.

5.2 Geometry and Time Delay Definition Review
Before beginning the coherent jammer signal derivation, it is helpful to review the
geometry and time delay terms of the scene with respect to the locations of the SAR,
jammer, and false target. Figure 5.1 shows a simplified version of Figure 2.2.

Figure 5.1 SAR Scene Geometry (Modified from [3])
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The jammer must know the location of the SAR relative to scene center with respect to
D.

time. The initial cross range distance from the SAR to scene center is

This is the

location of the SAR when the first pulse is transmitted.
The jammer is located at a position of |6U ,

U}

relative to scene center. From

Chapter 4, the range from the jammer to the SAR platform at time is defined by
k=6D +
¯( ) =

M
m
− 6U > + |
2

The desired false target position is |6Y•Y ,

−

D

Y•Y }

U

+

%& } .
M

(4.12)

relative to the location of the

jammer. The range from the false target to the SAR platform at time is defined by
M

m
Y•Y ( ) = áâ6D + − |6U + 6Y•Y }ã + |
2
The two-way time delay of the jammer is
2

)+Ì ( ) =

¯(

E

D

− |

2

+

Y•Y }

+

%& } .
M

)

while the two-way time delay of the false target is:
)+³Õ³ ( ) =

U

Y•Y (

E

(5.1)

(5.2)
)

.

(5.3)

The signal that the jammer wishes to replicate is the received SAR signal from the
ground patch at the location of the false target. This signal at the SAR receiver would be
S.³Õ³ ( ) = L

=L

7³Õ³

T

7³Õ³ S ,

= − )+³Õ³ ( )>
T

;UMVWX ŽY; €Í³Õ³ (Y)• UV[ŽY; €Í³Õ³ (Y)•

]

where the returned signal power from the false target is
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^TE _

− )+³Õ³ ( )
)*

`.

(5.4)

7³Õ³

=

where
,

n,
n.
'
o

Y•Y

Loss

M
, n, n. ' o
(4p)q Y•Y r st##

|WaHz}

(5.5)

= peak transmit power at the transmitter output (see Table 2.1) (W)
= directive gain of the transmit antenna on transmit (W/W)
= directive gain of the receive antenna on receive (W/W)
= radar wavelength = Ea (see Table 2.1) (m)
(
= RCS of the false target (m2)
= the average range to the ground patch containing the false target over the
time of the simulation (m)
= combined transmit, receive, propagation, signal processor, etc. losses
that apply to the signal (W/W).

In (5.4), S, ( ) is the transmit pulse (with a normalized power of 1 W).

After mixing with the heterodyne signal (see Chapter 2, Figure 2.3), the signal

from the false target would be
S„³Õ³ ( ) = L

7³Õ³

T

T

;UMVWX €Í³Õ³ (Y) UV[ŽY; €Í³Õ³ (Y)•

]

^TE _

− )+³Õ³ ( )
)*

`.

(5.6)

The coherent repeater jammer will use (5.3) in order to determine the proper time
delay that the jammer will need to apply to the pulse it receives from the SAR to produce
the proper jamming signal at the SAR receiver. Next, Section 5.3, will discuss how the
jammer determines this time delay if the jammer is closer to the SAR than the false
target, and then Section 5.4 will discuss computation of the time delay for the case where
the jammer is further from the SAR than the false target.
5.3 Coherent Repeater with Jammer Closer to SAR than False Target
When the jammer is closer to the SAR than the false target location, the jammer
will receive a transmitted pulse from the SAR before it reaches the location of the false
target. This allows the jammer to receive the pulse, wait an appropriate time delay, and
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retransmit a scaled version of the pulse back to the SAR in order for it to arrive at the
SAR platform at the same time as would the signal from the location of the false target.
Figure 5.2 demonstrates a simplified timeline of the events relevant to the
coherent repeater when a pulse is transmitted by the SAR. The SAR transmit pulse
arrives at the location of the jammer at time
time ( = 0 in Figure 5.2)

=

¯¶ßæ

relative to an arbitrary transmit

)+Ì

2

¯¶ßæ

Figure 5.2 Timeline Depiction for

(5.7)

U

Less Than

Y•Y

Once the jammer receives the SAR transmit pulse, it holds the pulse for a time of
)Ù-ç+ (see Figure 5.2) and retransmits it, with appropriate scaling, at a time of
¯èé°

)+Ì

2

¯¶ßæ

l )Ù-ç+

l )Ù-ç+

Since the one-way time delay from the jammer to the SAR is
will reach the SAR at time
91

¯èé° .

(5.8)
€ÍÌ Y
M

, the false target pulse

¯êº¶

=

¯èé°

+

)+Ì ( )
2

= )+Ì ( ) + )Ù-ç+ ( ).

(5.9)

To place the false target at some (round trip) range delay of )+³Õ³ ( ), the

requirement is made that the false target jammer pulse must reach the SAR at
¯êº¶

= )+³Õ³ ( )

= )+Ì ( ) + )Ù-ç+ ( ).

(5.10)

Thus, the jammer must delay the pulse by

(See Figure 5.2).

will be

where

)Ù-ç+ ( ) = )+³Õ³ ( ) − )+Ì ( ).

(5.11)

If S, ( ) is the pulse transmitted by the SAR, the received signal at the jammer

7¯¶ßæ

S¯¶ßæ ( ) = L

7¯¶ßæ

S, ( −

¯¶ßæ )

(5.12)

is the SAR signal power at the jammer receiver. The false target signal

transmitted by the jammer is

S¯èé° ( ) = ‘ ´ S¯¶ßæ ( − )Ù-ç+ ( ) )

(5.13)

where ‘’ is a scaling factor used to provide the proper false target level at the SAR

platform ÎL

7³Õ³ Ï.

This formation was developed for the case of a single point target. In practical
situations, the target is not a single point scatterer, but a composite of several point
targets with varying power levels. For the practical case of a distributed target made up
of a conglomeration of different point targets, the composite returned signal would be
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™

S¯èé° ( ) = Z ‘3 ´ S¯¶ßæ | − )Ù-ç+ 3 ( ) }

(5.14)

3š<

where

is the total number of point targets used to create the composite false target.
At the input to the SAR receiver, the signal that is transmitted by the jammer and

received by the SAR is defined as
S.Ì ( ) = ‘ S¯èé° Î −

)+Ì ( )
2

Ï

= ‘ ‘ ´ S¯¶ßæ Î − )+³Õ³ ( ) +

)+Ì ( )
2

(5.15)

Ï

where ‘ is another scaling factor used to account for propagation losses. For the more
practical case where the false target consists of

point scatterers with different RCSs,

the signal transmitted by the jammer, in terms of the received signal, is
™

S.Ì ( ) = Z ‘3 ‘3 ´ S¯¶ßæ Î − )+³Õ³• ( ) +
3š<

)+Ì ( )
2

Ï.

(5.16)

In order to manipulate the SAR signal to produce a jammer signal that correctly
matches the desired false target return, the jammer must have intimate knowledge of the
SAR, including: the SAR location relative to the false target and the jammer over time,
along with the SAR power, gain, losses, noise figure, and operating frequency. It must
also have knowledge of the RCS of the scatterers that make up the false target. These
parameters are used in calculating the appropriate time delay, as well as the desired signal
power.
The jammer ERP must be chosen to yield a power of
Chapter 3, the jammer power at the SAR,

¯,

7³Õ³

at the SAR. From

is related to the jammer ERP by
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(assuming

¯

=

.

¯

M
¯ n. '
(4p )M s.

=

( )

(3.8)

and n = 1, as discussed in Chapter 3). Here, the range term,

the range from the SAR platform to the jammer, or
target level it is necessary that
j

¯

¯

=

7³Õ³ .

¯(

7¯¶ßæ

‘ ‘′.

Using this, along with (5.5) and (3.8) and solving for

for the approximations of

≈

=

Y•Y

n, o
4p M
,

¯

¯

produces
(5.18)

7¯¶ßæ ,

and the scaling factors by

(4p )M s. 7¯¶ßæ (‘ ‘′)M
n. 'M

and the total jammer ERP over a false target made up of
¯ Y-Y‰ç

(5.17)

and st## ≈ s. . The jammer ERP is related to the

SAR signal power at the jammer receiver,
=

). To properly scale the false

Combining this with (5.15) and (5.12) gives

= LP7³Õ³ = L

¯

, is

™

=Z

3š<

n, o3
.
4p M

(5.19)
point scatterers is

,

(5.20)

In the context of this discussion, (‘ ‘′)M represents the loop gain of a repeater

jammer. It is gain that must be applied to the received signal, S¯¶ßæ ( ), so that the power

of the false target return at the SAR will be some desired P7³Õ³ . The relation to ERP in
(5.19) and (5.20) was used as a means of quantifying the required jammer power. This
measure was used because it has more meaning in the context of this thesis.
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5.4 Coherent Repeater with Jammer Further from SAR than False Target
If the jammer is further away from the SAR than the false target, it cannot simply
capture a pulse of the SAR transmit signal and then transmit its jammed signal for the
same pulse because the jammer would need to advance the pulse rather than delay it, and
advancing the pulse is not possible. Instead, the jammer must capture the pulse before
(or several pulses before, depending upon the distance between the false target and the
jammer and the SAR) and then transmit the jammed signal a number of pulses later.
As with the case where the jammer is closer in range to the SAR than the false
target, the jammer must transmit at time
the SAR at the appropriate time, where

¯èé°

¯èé°

in order for the jammer’s signal to reach

is defined in (5.8). However, that is where

the similarities in jammers’ timelines end. Figure 5.3 summarizes the timeline necessary
in order to propagate the jammer signal to the SAR at the appropriate time delay when
the false target is closer to the SAR than the jammer. The SAR transmits a pulse at some
arbitrary time,

= 0. The pulse just prior to this was transmit at time

jammer will receive the previous pulse at time =
¯¶ßæ

= − +

)+Ì ( )
2
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.

¯¶ßæ ,

where

= − . The

(5.21)

Figure 5.3 Timeline Depiction for

U(

) Greater Than

Y•Y (

)

The jammer holds the pulse for )Ù-ç+ ( ) seconds before transmitting the pulse,

with appropriate scaling, at time

=

¯èé°

= − +

¯èé°

¯¶ßæ

+ )Ù-ç+ ( )

)+Ì ( )
2

l )Ù-ç+

.

Since the one-way time delay from the jammer to the SAR is

(5.22)
€ÍÌ Y
M

, the false

target pulse will reach the SAR at time
¯êº¶

¯èé°

? l )+Ì

l

)+Ì

2

l )Ù-ç+

.

To place the false target at some (round trip) range delay of )+³Õ³

(5.23)

, the

requirement is made that the false target jammer pulse must reach the SAR at
¯êº¶

? l )+Ì

)+³Õ³

l )Ù-ç+

.

Thus, as shown in Figure 5.3, the jammer must delay the pulse by
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(5.24)

)Ù-ç+ ( ) = )+³Õ³ ( ) +

− )+Ì ( ).

Following the development of Section 5.3, S.Ì ( ) can be written as
S.Ì ( ) = ‘ ‘ ´ S¯¶ßæ Î − )+³Õ³ ( ) −

+

)+Ì ( )
2

Ï

(5.25)

(5.26)

where ‘′ is the scaling factor used to provide the proper false target level at the SAR

platform and ‘ is another scaling factor used to account for propagation losses. More
generally, for the practical case where a false target consists of

point scatterers with

different RCS values, the signal transmitted by the jammer, in terms of the received
signal, is

™

S.Ì ( ) = Z ‘3 ‘3 ´ S¯¶ßæ Î − )+³Õ³• ( ) −
3š<

+

)+Ì ( )
2

Ï.

(5.27)

5.5Coherent Repeater Study Results
The coherent repeater jammer signal is created by defining the scatterers that
make up the false target and computing the appropriate delays and power levels that the
jammer must apply to the SAR pulse it receives.

At first, this methodology was

attempted to be implemented directly. Computer memory problems resulted in the need
to model the false target created by the jammer by computing the delays and power levels
and then generating the jammer signal as it would appear at the input to the SAR matched
filter.
As with the addition of the receiver noise, discussed in Chapter 2, the simulated
jamming signal is added to the SAR return signal at the SAR receiver. However, due to
the fact that the SAR return signal was modeled at the output of the ADC for this study,
the receiver noise and jammer signals are also modeled at the output of the ADC. It is
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here that they are added together for the purposes of this study, as shown in Figure 5.4.
The signals are generated at each pulse, K, and sample, H, for K ∈ c0, ‘ ? 1e and
H ∈ c0, P ? 1e (see Section 2.3).

Figure 5.4 SAR Signal Processor Block Diagram with Jammer, SAR Return, and
Receiver Noise Signals

As previously discussed in Section 2.3, the return signal power for the SAR’s own
signal is dependent upon several factors, including the reflectivity of the ground patch
containing the false target.
73

M
, n, n. ' o3
4p q ^3 r st##

|WaHz}

(2.10)

where
,

n,
n.
'

o3
^3

Loss

= peak transmit power at the transmitter output (see Table 2.1) (W)
= gain of the transmit antenna on transmit (W/W)
= gain of the receive antenna on receive (W/W)
= radar wavelength Ea (see Table 2.1) (m)
(

= RCS of the ground patch (m2)
= the range to the ground patch (m)
= combined transmit, receive, propagation, signal processor, etc. losses
that apply to the signal (W/W).
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At the SAR receiver, the jammer signal power (in Watts) is added to the SAR
received signal power for the ground patch containing the jammer
7³í³

=

73

+

7³Õ³ .

(5.28)

The jammer must choose its signal power so that the total signal power of the
SAR’s own received signal plus the signal power of the received jammer signal reflects
the desired total signal power at the location of the false target |

7³í³ }.

The jammer must

know the reflectivity of the ground patch containing the false target as well as the desired
reflectivity of the false target in order to calculate this.
Figure 5.5 depicts the resulting image for a false target comprised of a single
point target that is further from the SAR than the jammer. As a reminder, the portion of
the scene closest to the SAR is the upper right hand corner of the image and the location
of the target (6Y•Y ,

Y•Y )

is given relative to the location of the jammer (6U ,

target has an ERP of -40 dBW and is located at 6Y•Y = -500,

water) relative to the jammer location of 6U = 1000,
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U

Y•Y

U ).

The point

= -500 meters (in the

= 1000 meters.

Figure 5.5 Coherent Repeater Jammer with

¯

= -40 dBW and

¯

<

Y•Y

The false target, located just south of the eastern island, appears as just a tiny
bright spot. It is difficult to observe unless the image is zoomed in around the location of
the false target. Figure 5.6 shows the same image, zoomed in around the false target.
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Figure 5.6 Zoomed in View of Figure 5.5 with False Target Located at (500, 500)
Relative to Scene Center, ¯ < Y•Y
Figure 5.7 depicts the scenario when the jammer is located so that it is further
from the SAR than the location of the false target (recall that the upper right-hand corner
of the image is the closest portion of the image to the SAR). Here, the jammer is at
(-1000, -1000) meters relative to scene center and the location of the false target is (1500,
1500) meters relative to the jammer.
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Figure 5.7 Coherent Repeater Jammer with

¯

= -40 dBW and

¯

>

Y•Y

In order to create a more realistic false target, a return signal generated from
several point scatterers must be generated. The necessary jammer ERP will depend on
the sum of the ERPs for the scatterers that make up the false target.
An ellipsoid meant to represent a boat was generated using point scatterers with
varying jammer ERP in the shape shown in Figure 5.8 with the intent of inserting a fake
ship into the image. The point scatterers that made up the false target covered an area of
26 meters wide in cross range and 34.8 meters long in down range.
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Figure 5.8 Imaged Used to Create False Target Return
The next scenario involved a jammer location of 6U = 1000 m and

U

= 1000 m

and a jammer ERP ranging from -35 to -25.4 dBW for each scatterer that made up the
false target return. This generated a coherent repeater jammer signal with a total jammer
signal power of -41 dBW for the entire false target return. The resulting image is shown
in Figure 5.9.
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Figure 5.9 Image of False Target Return in the Form of a Ship

The false target is located at approximately 500 meters in down range and 400
meters in cross range, relative to scene center, and is intended to resemble a 43.4 meter
long ship, about the size of a mid-sized yacht (for comparison, an average river barge
measures approximately 60 meters in length). Similar false targets could be generated in
order to create what would appear as cars on the interstate or buildings on the map.
Increasing the size of the false target to approximately 148 meters in length, about
the size of a small destroyer, is shown in Figure 5.10. This image required a total jammer
ERP of -16 dBW and produces a much larger false target with greater detail visible.

104

Figure 5.10 Scene with Small Destroyer False Target

The jammer ERP for the false destroyer is relatively small. At only -16 dBW, this
is by far the smalled ERP of all of the jamming signals considered in this study. The
broadband noise jamming became visible on the image at around 3 dBW and obliterated
the image at 28 dBW while narrowband noise jamming with a jamming bandwidth of 157
Hz obliterated the image at 85 dBW. Both of these types of jamming applied the
jamming signal across the entirety of the image in down range, and broadband jamming
applied the jamming signal across all of cross range as well. Here, the smaller, very
specific areas of the image that contain the jamming signal allow for a much lower ERP
to be used in order to affect the SAR image.
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The jammer must have an accurate calculation of the desired total signal power at
the SAR receiver and be able to appropriately scale its own signal power to create the
false target. If the jammer transmits its signal with a total ERP of -6 dBW over the
return for the false target, the false target becomes so bright that it begins to predominate
the image, as shown in Figure 5.11.

Figure 5.11 Scene with Small Destroyer False Target with Total ERP = -6 dBW

However, if the jammer underestimates the necessary jammer power needed, the
false target might appear to have a lower reflectivity than desired and appear more like
some of the surrounding terrain. In Figure 5.12, where the false target has an ERP of -26
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dBW, the ship appears more like an island due to the comparative reflectivity of the land
and the ship.

Figure 5.12 Scene with Small Destroyer False Target with ERP = -26 dBW
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CHAPTER 6

CONCLUSION

6.1 Summary of Jamming Effects
Jamming of a synthetic aperture radar is an area of growing concern and the topic
of this research. In particular, the goal was to determine the signal characteristics and
jammer power levels necessary to degrade a SAR image or to inject false targets into the
scene.
To quantify the required jammer power level, it was necessary to select a specific
SAR platform and an area to be imaged.

RADARSAT-1 was chosen as the SAR

platform because the SAR parameters were readily available and this author had previous
experience with processing RADARSAT-1 data. The imaged area was chosen as a
region around the I-65 Tennessee River Bridge in Decatur, Alabama due to the variation
of terrain types at the location. The various regions of the image were characterized by
the RCS of the corresponding terrain types. The RADARSAT-1 parameters and scene
RCS data were used to generate SAR data that the SAR processor processed to produce a
SAR image.
Having successfully simulated and processed the SAR data, the next step involved
characterizing the jamming signal and evaluating the jammer requirements necessary for
various levels of image degradation.

Three classes of jamming were considered:
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broadband noise, narrowband noise, and coherent repeater jamming. Broadband noise
jamming was defined as jamming with a bandwidth that is greater than or equal to the
bandwidth of the SAR receiver (see Chapter 3). Narrowband noise jamming, discussed
in Chapter 4, was defined as jamming with a bandwidth less than the LFM bandwidth of
the SAR signal. Coherent repeater jamming occurs when the jammer captures a pulse,
delays it and retransmits the signal, with scaling, in order to generate a signal that will
insert a false target at a desired location in the SAR image (see Chapter 5).
The three types of jamming considered for this study produced three different
types of effects on the SAR image. The broadband noise jamming affected the entire
image and could be used to mask a region of the Earth’s surface. The narrowband noise
jamming affected a band of the image in cross range that extended across the entire down
range extent of the image. The coherent repeater jamming affected a specific cross range
and down range portion of the image.
The various effects of the different types of jammers mean that a jammer would
most likely be implemented with a specific purpose. All three types of jamming could be
used to obliterate an image, but only the narrowband noise and coherent repeater jammers
could be used to obscure a limited portion of the image. Of the three types of jamming
considered in this study, only the coherent repeater was able to replicate the SAR signal
in a manner in which a false target could be inserted into the image.
The following sections summarize the jammer ERP needed to affect the image,
the practicality of implementing the three types of jamming considered in this study in a
real world situation, and some of the observations that stood out when simulating them
for this study.
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6.2 Summary of Jammer ERP Results
With the broadband and narrowband noise jamming studies, the jammer ERP
could be increased to produce varying levels of image degradation. In both cases, the
ERP needed to obliterate the image was relatively small.
Table 6.1 summarizes the results of the broadband noise jamming study from
Chapter 3.

Table 6.1 Summary of Jammer ERP Effects on Image for Broadband Jamming

¼½¾¿
(dBW)

Broadband Noise Jammer

3

Grass and rolling woods boundaries start to become blurred, but
discernible.

13

Farmland, rolling woods, and bridge are indiscernible from one another.

23

Image is extremely blurry. Interstate is barely visible.

28

Image is obliterated.

For the narrowband jamming study, jammer ERP affected the image differently
depending on the bandwidth of the jammer. Table 6.2 summarizes the effect of jammer
ERP for a narrowband jammer operating at less than the SAR PRF (
twice the SAR PRF, and at a single frequency.
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Table 6.2 Summary of Jammer ERP Effects on Image for Narrowband Noise Jamming
¼½¾¿
(dBW)
3

13

23

Ú¿ÛÚ = ¾½Ü/Ý

Ú¿ÛÚ = ¾½Ü ∗ Þ

Narrowband Noise Jammer

Grass and rolling
woods boundaries are
hard to discern from
one another.
Farmland, rolling
woods, grass, and
bridge are indiscernible
from one another.
Interstate edges are
hard to define.
Image is obliterated
under jamming signal,
but discernible outside
of jamming area with
image contrast editing.

28

Image is obliterated
under jamming signal
bandwidth. Outside of
jamming, terrain is
fairly discernible.

60

Image contrast editing
reveals only land,
interstate, and water
boundaries.

85

Image is obliterated.

Grass and rolling
woods boundaries
somewhat blurred, but
still discernible.
Farmland, rolling
woods, and bridge are
indiscernible from one
another. Grass
boundaries are hard to
define.

Single Frequency
(CW Line Jammer)
Clear line of jamming
present across all cross
range, sidelobes are
visible next to line.

Image is very blurry.
Interstate, land, and
water are barely
visible.

Image is obliterated.

Jamming predominates
image. Image contrast
editing reveals
sidelobes across cross
range extent of the
image.
Jamming predominates
image. Image contrast
editing reveals
boundaries of water
and interstate with
sidelobes present in
cross range direction.
Image is obliterated

For the coherent jammer study, the intent of the jammer is to transmit a signal that
produces a false target in the SAR image. Jammer ERP is chosen so that the false target
signal level blends appropriately into the scene, and is dependent upon the location of the
jammer with regards to the SAR and the background terrain and signal levels.
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Jammer ERP for all three types of jamming was found to be lower than initially
expected. A low jammer ERP, compared with that of the SAR, is due to the fact that the
jammer signal will undergo one-way propagation loss whereas the SAR transmit signal
undergoes a two-way propagation loss. This resulted in only a
versus a

r

M

loss for the jammer

loss for the SAR signal.

6.3 Special Considerations for the Practicality of Jamming
Although simulation of the three types of jamming considered in this study was
made possible by the creation of simulated SAR data where every necessary jamming
parameter was known, implementing the jamming types considered for an actual jammer
would likely be more difficult. In a real world situation, implementing a broadband
jammer would be the simplest. Little information about the victim SAR is necessary and
the jammer simply needs to know when to turn on, where to point, and how much power
to transmit.
Orbital information for numerous satellites, whether commercial, defense,
American, or international, can be found online. Access to a database such as Heavens
Above [13] prior to a jamming exercise would allow for the necessary timing and
geometry to be determined for some level of fidelity. This information would be needed
in order to determine where the jammer should point and when it should turn on.
Narrowband jamming entails increased difficulty to properly jam the SAR. The
orbital information, would need to be determined prior to the mission and is key to
calculating the correct additional phase terms necessary to avoid the residual Doppler and
quadratic phase terms discussed in Chapter 4. The narrowband jammer would need to
know the exact time of transmit for a particular pulse, or be able to estimate it with
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considerable accuracy, in order to determine the proper timing for transmitting the
jamming signal. Without this ability, the narrowband jammer cannot effectively jam the
SAR due to the resulting shift and spread of the jammer signal on the image when the
timing is not properly determined.
Figure 6.1 demonstrates the case of a single frequency CW jammer where the
jammer miscalculates the time of the SAR’s first transmit pulse by 0.1 seconds, which is
extremely long compared to RADARSAT-1’s PRI of 795.56 µs. The line on the image,
which should appear at

¯

= 0 Hz (0 meters cross range), is located at approximately -355

meters cross range as a result of the timing error made by the jammer.

Figure 6.1 Narrowband Noise Jamming (Single Frequency CW Jammer) with Timing
Error
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This shift is a result in the time offset of the

M

term in the jammer transmit

signal. Recall from Chapter 4
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Expanding the last exponential produces a phase term with

îï ( ), is the quadratic phase correction term discussed in Chapter 4

When a time offset of
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As can be seen, from the second term on the right side, the time bias creates an additional
frequency offset of

p%& M
Δ = −
' UD

ð2‰7 .

(6.3)

Applying the time shift of 0.1 seconds from Figure 6.1, along with the RADARSAT-1
parameters in (6.2) produces a frequency shift of -89 Hz.

As expected, this is

approximately where the line has shifted to (-89 Hz corresponds to -352 meters in cross
range), as shown in the down range cut of Figure 6.2.
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Figure 6.2 Down Range Cut of Magnitude of Figure 6.1

In addition to miscalculating the time that the jammer transmits the first pulse, the
narrowband noise jammer might miscalculate the range from the scene to the SAR at the
time of transmit of the first pulse. The cross range error will result in a shift on the
image. A miscalculation on the down range distance from the SAR to the image will not
affect the image of the narrowband noise jammer due to the fact that the jamming signal
is spread across all down range.
Figure 6.3 depicts a scenario where the jammer miscalculated the cross range
distance to the SAR at the time that the SAR transmitted the first pulse by 200 meters.
As a result, the jamming signal, which should appear at 0 meters, is shifted 200 meters in
cross range.
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Figure 6.3 Narrowband Noise Jamming (Single Frequency CW Jammer) with Cross
Range Offset

Besides timing and geometry, the narrowband jammer would need to know the
SAR ERP in order to determine a proper jammer ERP for the mission, especially if the
goal of the narrowband jammer is to simply obscure a specific area or obliterate the
image altogether.
The practicality of using a coherent repeater to jam a specific system will depend
on even more factors besides timing and geometry.

The coherent jammer requires

knowledge of several key SAR parameters in order to be effective. For RADARSAT-1,
the parameters are widely published and actual data for the system is available to the
public. It operates on a fixed PRI and therefore the transmit timing could be more easily
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determined than for a system that uses an unknown or variable PRI. However, the time
delays calculated in Chapter 5 are based on the assumption that the jammer knows the
time that the SAR transmits the first pulse it uses in its SAR processor (which is defined

as = 0). If the jammer was off on the estimate for = 0, such that the time delays have
an added time bias,

ð2‰7 ,

the false target location will be shifted on the image, depending

upon the offset from true = 0. Figure 6.4 demonstrates when the jammer’s estimate for
= 0 is off by 1 $sec.

Figure 6.4 Estimation of

= 0 Offset by
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ð2‰7

= 1 $sec

If the jammer had a perfect estimation of

= 0, the lower left corner of the false

target would be located at (500,500) meters relative to scene center. However, due to the

error in the jammer’s estimation of when the SAR transmitted the first pulse, the lower
right corner or the false target appears at a location of (482, 371) meters relative to scene
center. If the error is increased to 10 $sec, the false target is located even further away at

485 meters cross range and -979 meters down range, relative to scene center, as shown
below in Figure 6.5. Due to the potential shift in both cross range and down range due to
any timing error, the coherent repeater jammer must be very accurate when estimating
timing. It is more sensitive to a timing error than the narrowband noise jammer (see
Figure 6.1) due to the potential shift in both directions.
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Figure 6.5 Estimation of

= 0 Offset by

ð2‰7

= 10 $sec

In addition to accuracy in timing, the jammer must have an accurate depiction of
the SAR position relative to the scene at the time of transmit of the first pulse. If the
geometry calculation is not precise, the false target will be shifted on the image. Figure
6.6 depicts the scenario when the jammer’s estimate of the SAR position at the time of
the first pulse is off by -400 meters in down range and -200 meters in cross range. The
lower right corner of the false target should be located at (500, 500) meters relative to
scene center for the given jammer location (1000 meters cross range and 1000 meters
down range) and defined position of the false target relative to the jammer. However, the
jammer’s error in the estimation of the SAR platform at the time of transmit of the first
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pulse shifts the lower right corner of the false target to 300 meters cross range and 111
meters down range.

Figure 6.6 Down Range Offset = -400 m and Cross Range Offset = -200 m

6.4 Observations and Conclusions
Before beginning this study, the initial anticipation was that a significant amount
of time would be needed in order to implement the coherent jamming simulation and that
the broadband and narrowband jamming studies would be fairly straight forward. That
did not necessarily turn out to be the case. While the broadband noise jammer was by far
the most straight forward to simulate, the residual phase terms of the narrowband noise
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jammer, discussed in Chapter 4, resulted in numerous consultations and countless pages
of hand derivations before the root cause of the shifting and smearing in cross range was
determined. The coherent repeater, on the other hand, was actually much easier to
simulate compared with the narrowband noise jammer.
As previously mentioned, one of the results of this jamming study that was
surprising was the low level of jammer ERP needed in order to affect the image. The
one-way propagation of the jammer signal, as demonstrated in Chapters 3, 4, and 5,
allows for a much lower jammer ERP to be effective when compared to the ERP of the
SAR. For a satellite-based SAR, the range to the ground is very large and the one-way
propagation loss (which is dependent upon
two-way propagation loss (dependent upon

M

r

) for the jammer is much smaller than the

) for the SAR signal.
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